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Sao chép Iénh

PDF c6 xudng dong khi trinh bay ma lénh dai. Khi thwc hién, sao chép nguyén khdi ttir Markdown twong
tng trong 05_NGUON_TAI_LIEU; khéng ghép cac dong tir PDF.

Van hanh va ban giao NCV DCIMS 0.2.30-r2

NCV DCIMS - NCV Dental Clinical Image Management System. Chét tai liéu: 30/09/2026.

Chon dung hwéng dan

Tinh hubng Tai liéu / hanh dong

NAS hién tai dang chay binh thwong Ban giao PDF theo vai trd, kiém van hanh; khéng nang cép lai

NAS reboot binh thuwéng / sau mét dién 07-KHOI-DONG-SAU-REBOOT-NAS.md va PDF Khé&i dong lai
NAS

NAS con 0.2.29, dung topology V2 02-CAP-NHAT-NAS-VOLUME2.md; dung ding ZIP r2 va 5 khéi
NAS

NAS khac / cai méi 01-CAI-MOI-NAS-RIENG.md; khéng ap dung adapter site V2

theo phdng doan

Cap nhat dang d& / image 16i quyén Déi chiéu stage va nhat ky xt Iy quyén; khong chay lai toan
updater

Trang thai da xac nhan

(ng dung hién tai 0.2.30. Revision b6 cai r2 stra quyén doc program workspace bén trong image dé
UID/GID NAS dung pnpm/Prisma dwoc. Ban r2 khong déi thém TypeScript, giao dién hodc SQL so véi
0.2.30 trwéc hotfix quyén.

Operator ngay 30/09/2026 xac nhan: migration va provision role sau migration dat; API/Web/Gateway
healthy, ding image; DSM Compose ddng bd Volume 2; HTTPS smoke dat; Dockerfile stra quyén da lwu
trong source NAS; dang nhap va giao dién binh thuwdng. Day la két qua da co trwdce dot tao tai liéu nay.
Khéng chay lai updater, tao credential hay overlay ZIP chi d& nhan bo ban giao.

Tai liéu ban giao « 30/09/2026
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So’ d6 lwu triv hién tai

Thanh phan

Source project

Coéng cu van hanh site
Project Compose
PostgreSQL

Device cuia volume database
Media ma hoa

Ledger WriteOnce / WORM

Backup repository / receipts

Backup khi cap nhat
UID / GID &rng dung

Docker Root / Container Manager

Vi tri / gia tri da chét
/volume2/docker-v2/ncv-dcims-production
/volume2/docker-v2/ncv-tools/dcims-v1

ncv-dcims-production

PostgreSQL 17; external volume ncv-dcims-postgres-data-v2
/volume2/docker-v2/ncv-dcims-postgres-data-v2
/volume2/ncv-dcims/media

/volume2/ncv-dcims-ledger-v2

/volume2/ncv-dcims/backup/repository va
/volume2/ncv-dcims/backup/receipts

/volume2/migration-backup
1044 / 65549

Gitr trén Volume 1, Docker Root /volume1/@docker

Gateway, tunnel, hostname va TLS tiép tuc dung cAu hinh riéng cta site. Mau env dung host/IP gia;
khong thay toan bd .env that bang mau. Docker mountpoint duéi Volume 1 khéng chirng minh div liéu DB
& Volume 1: phai kiém Options.device ctia external volume.

Database va cong cu van hanh cua 0.2.30

* Runtime: credential DML riéng cho API.

« Migration: credential owner riéng cho migration/bootstrap dwoc kiém soat.

» Backup: credential doc riéng cho job backup.

» Administrator: file credential ci dwgc gilr riéng, chi mount vao maintenance job dwgc goi rd rang.

Khéng dung chung URL quan tri lam runtime. Khéng in hay glri cac file credential. Gilr ding quyén duoc
updater thiét 1ap; hotfix r2 stra quyén ma chwong trinh trong image, khéng chmod toan shared folder

hoac secrets.

Adapter dcims-security-update va installer install-dcims-security-update.sh cung c&p guard cho layout
credential méi cuing DSM sync. Payload cdng cu Volume 2 cii van dugc gitr d& dbi chiéu ngudn; khong
chay lai installer Volume 2 géc trén site da nang cap. NAS hién tai da cai revision adapter phu hop.

>

Kiem van hanh thwé'ng ngay

1. M& website HTTPS do quan tri cung cap, dang nhap bang tai khoan riéng.

2. Kiém ding pham vi di¥ liéu; tim hé so, dbi trang va mé anh/hop déng theo quyén.

3. Nguwoi van hanh déi chiéu PostgreSQL/API/Web/Gateway healthy; tunnel running.
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4. Khi c6 16i, ghi thdi diém, service, request ID va bwéc da lam. Chi givi log da che théng tin nhay cam.

5. Dung PDF riéng sau reboot. Néu share ma héa chwa mount, mé khoa trong DSM trwéc khi start (rng
dung.

Thay déi 0.2.30 can ban giao
Nhirng diém can biét trong 0.2.30-r2

(ng dung la 0.2.30; r2 la revision bd cai stra quyén doc méa chwong trinh trong image NAS. Tai liéu chét
ngay 30/09/2026. NAS hién tai da cap nhat va dang nhap binh thuwéng; nhan tai liéu nay khéng can chay
cap nhat lai.

« Danh sach bénh nhan lay dir liéu tir server, 25 hé so mdi trang. Xem tdng sé hd so, diing nuat trang
trwdc/trang sau; khong két luan bénh nhan khéng ton tai chi vi chwa thay & trang hién tai. Tim kiém, loc
va sép xé&p ap dung trén toan bd pham vi dwoc phép. Cac sé ca/can bd sung trong trang phan anh trang
hién tai; tdng hé so phan anh két qua tim/loc.

« Khi chon déng thei Bac si va Dich vu, két qua phai c6 cing mét ca diéu tri théa ca hai diéu kién. Mudn
tim ca khéc, diéu chinh bd loc thay vi mé rong quyén tai khoan.

« Back/Forward khéi phuc hd so' da mé ké ca khi hé so khéng & trang danh sach hién tai; quyén truy cap
van dwoc kiém lai.

« X6a ca diéu tri s& thu héi cac link chia sé cia ca. Khéi phuc ca khéng phuc héi link cii; nguoi co
quyén phai tao link mé&i va gli lai cho nguwoi nhan dwoc phép.

« Néu dang nhap bao quéa nhiéu yéu ciu, chd rdi thtr lai; khong bam lién tuc hodc mé nhiéu phién déng
nhap cung luc.

« Trong Cai dét, tiéu dé& cac khdi khdng con icon dirng trwde. Icon trén menu va cac nat van dwoc gitr.
Cac quyén nghiép vu cia ADMIN, DOCTOR, LABO khéng dbi.

Anh trong PDF dwoc chup lai tir frontend build 0.2.30 ngay 30/09/2026, API mé phdng va dir liéu gia. Anh
minh hoa cach thao tac; khéng chirng nhan ghi di liéu, authorization hay UAT trén NAS.

Tai liéu ban giao « 30/09/2026
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Kiém chirng va phan con phai nghiém thu

Pham vi

Kiém san phdm trwéc hotfix quyén, ngay 30/09

Hwéng dan r2 va ZIP

NAS dang dung

Full Docker build local sau hotfix quy&n

Reboot, auto-mount, scheduler enabled

Offsite, NAS full restore / DR

UAT nghiép vu trén NAS

Két qua / gi¢i han
Lint, type-check, build, unit: 688 pass / 0 fail / 1 skip; PostgreSQL
17.10 DB tréng 47 migration va seed, integration va kiém

responsive 390/768/1440 dat theo evidence

5 khbi NAS kiém syntax; 12 fixture source/env; 15 contract test;
CRC/checksum/source receipt dat

Migration, role, health, image, DSM sync, HTTPS smoke, source
Dockerfile hash va dang nhap/giao dién duwoc operator xac nhan

Chuwa chay lai tw dau: Docker engine unavailable / WSL access
denied; NAS da kiém image candidate v&i ciing logic stra quyén

Chuwa c6 dién tap / xac nhan mai trong dot nay

Chwa chirng nhan; dump parse va restore test DB khéng thay
dién tap khoi phuc toan bd NAS

Pang nhéap/giao dién binh thwong chwa chirng minh toan bd
role/scope/share/upload/confirm/reopen

Xem KET_QUA_KIEM_CHUNG.md va BIEN_BAN_NGHIEM_THU.md trong 04_KIEM_CHUNG. Céc
phiéu nghiém thu 1a biéu mau tréng, khdng phai bién ban da ky.

Danh sach cong viéc m¢

Cong viéc
Dién tap reboot va xac nhan

auto-mount

UAT moi vai trd va scope trén
NAS

Offsite / full restore / DR

Fresh Docker build r2 tr dau

Owner

Quan tri NAS

Chu hé théng / quan tri 'ng
dung

Chu hé théng / phu trach
backup

Phu trach ky thuat

Uu tién Diéu kién dong

P1 Ghi két qua theo PDF reboot,
khoéa duoc lwu theo chinh
sach dwoc duyét

P1 D liéu gid, tai khoan duwoc
phép, ghi tirng ludng va két
qua

P1 Chinh sach dwoc duyét,
recovery key va dién tap co
b&ng ching

P2 Engine s&n sang, build sach

va probe UID thwc dat

B& ban giao nay khong thay retention, legal hold, data scope, auto-mount ho&c cdu hinh dang chay.
Khong can lam cac cong viéc mé chi d& mé PDF.

Cach doc bd ban giao

M& MO_DANH_MUC.html ho&c index.html. B6 cai & 01_BO_CAI, PDF van hanh &
02_HUONG_DAN_CAP_NHAT, ba PDF nguwoi dung & 03_PDF_THEO_VAI_TRO; kiém chirng, nguén
tai liéu va anh nam & ba thuw muc con lai. Moi lién két danh muc mé tab méi. Trang dung logo/font cuc bd,

c6 thé mé offline.
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Néu dwa 1&n hosting, gitr nguyén dwérng dan twong dbi gitba HTML va cac thw muc. Danh muc day da
chtra bd cai/source va théng tin van hanh NAS: chi cip truy cap cho nguoi dwoc phép. Trang tai liéu
cong khai chi nén chira PDF nguwdi dung va tai san giao dién da chon. Chwa thuc hién upload hodc dbi
hosting trong dot nay.

Cai méi NCV DCIMS 0.2.30-r2 trén NAS riéng

NCV DCIMS - NCV Dental Clinical Image Management System. Tai liéu ky thuat cap nhat ngay
30/09/2026. r2 la revision bd cai; phién ban &ng dung/tag image la 0.2. 30.

Pham vi, hién trang va diéu kién

Chi ap dung cho NAS riéng chwa c6 NCV DCIMS, storage méi va database trong. Day 1a hwéng dan
cho operator, khéng phai bién ban da trién khai.

NAS hién tai da chay 0.2.30, migration/role/activation/DSM sync/HTTPS smoke va dang nhap/giao dién
da dwoc operator xac nhan ngay 30/09. Khong cai méi hodc chay lai updater trén NAS d6 dé nhan
r2. Béi chiéu README, guide cap nhat r2 va phan chét cudi evidence. Mét sb doan trwdc d6 trong ngudn
Ia lich st trwdc khi NAS cap nhat xong.

Evidence ghi 47 migration va seed dat trén PostgreSQL 17.10 tréng bang migration role; role denial/IDOR
va dump bang backup role da kiém trong méi trwdng gia 1ap. Chwa cé bang chirng cai trang/full
rebuild Dockerfile r2 trén NAS m&i; NAS hién hiru da kiém image (rng vién slra quyén, khong twong
dwong full rebuild. DR/offsite/reboot va UAT NAS m&i con phai nghiém thu.

Operator chuén bi Container Manager/Docker Engine/Compose, CPU twong thich base images,
DNS/NTP, dung Iwgng build/dr liéu va truy cap registry/package registry. ZIP chi*a source/Compose,
khong kém image offline, credential hoac database.

Owner NAS/chi hé théng chét root storage, UID/GID, ACL/ma hoa, hostname/TLS/ingress va nguoi
nhan Admin. Policy retention/legal hold, offsite/custody khéa, quyén ngoai hé théng hoac restore can
owner xac nhan khi trién khai thwc, theo assumptions. Viét tai lieu khoéng phé duyét hoac thwc hién cac
quyét dinh dé.

Dung placeholder <project-root>, <media-root>, <ledger-root>, <repository-root>,
<receipts-root>, <runtime-uid>, <runtime-gid> va tham sé mang ctia NAS dich. Thay trwdc khi
chay. Roots la dwérng dan tuyét déi, khong PII; source, media, ledger, repository, receipts khong chdng
l&n. Ledger tach khdi DB/media; WORM/WriteOnce do owner storage xac nhan.

Topology can hiéu diing: Compose certified dung named volume PostgreSQL
ncv-dcims-postgres-data; vi tri phu thudc Docker Root, khéng tw ndm trén Volume 2. . env khéng c6
bién host path DB. Néu can mount DB khac, owner thiét ké/kiém override trwdc init; Iénh base duwdi day
khéng dap (ng yéu cau dé ty dong. Container/network/volume cé tén cb dinh; dbi project name khéng du
c6 lap chung.

Trwéce 1an up dAu tién, kiém chi doc:

docker ps -a --filter name=ncv-dcims --format 'table {{.Names}}\t{{.Image}}\t{{.Status}}'

docker volume 1s --filter name=ncv-dcims
docker network 1ls --filter name=ncv-dcims

Néu da cé tén tring hodc di¥ liéu chwa rd ngudn gbc, dirng dbi chiéu; khong xoa dé tiép tuc. Khong diing
adapter deploy/site/nas-volume2, dcims.sh update, override/DSM helper cla site hién hiru lam
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installer NAS bét ky, ho&c thay hash/UUID dé vuot guard.

Nhan source r2 va tao cau hinh riéng

Trén Windows, ddi chiéu hash ZIP v&i sidecar:

Get-FileHash -Algorithm SHA256 .\ncv-dcims-production-0.2.30-complete-synology-r2.zip
Get-Content .\ncv-dcims-production-0.2.30-complete-synology-r2.zip.sha256.txt

Upload staging riéng tw; giai nén bang File Station néu NAS khéng c6 unzip. Dat source vao
<project-root> mai, khdng dé project hién hiru. Root phai co truc tiép package.json, apps, deploy,
scripts, Compose va mau env. Manifest root/API/Web cuing ghi @. 2. 30. Dockerfile r2 stra quyén
doc/traverse program trong image, khéng sira quyén host data.

Sao chép mau production root thanh . env tai project méi. Mau con c6 path Volume 2 va host/IP minh
hoa: phai thay theo NAS dich. Khdng dung env that ciia NAS hién tai hodc guide credential mét URL cua
0.2.29. Nhirng khoa chinh can déi chiéu:

NCV_DCIMS_APP_VERSION=0.2.30

NCV_DCIMS_PUBLIC_HOST=<public-host>
NCV_DCIMS_ALLOWED_HOSTS=<danh-sach-host-chinh-xac-co-public-host>
NCV_DCIMS_CLOUDFLARED_TRUSTED_IP=<mot-ipv4-peer-ingress-duoc-tin>
NCV_DCIMS_CORS_ORIGINS=<danh-sach-origin-https-chinh-xac>
NCV_DCIMS_ GATEWAY_ BIND IP=<bind-ip-da-duyet>
NCV_DCIMS_HTTP_PORT=<http-port>

NCV_DCIMS_HTTPS_PORT=<https-port>

NCV_DCIMS_POSTGRES_DB=ncv_dcims
NCV_DCIMS_POSTGRES_USER=ncv_dcims_app
NCV_DCIMS_RUNTIME_UID=<runtime-uid>
NCV_DCIMS_RUNTIME_GID=<runtime-gid>
NCV_DCIMS_DB_ADMIN_URL_FILE=./secrets/database-url.txt
NCV_DCIMS_DATABASE_URL_FILE=./secrets/runtime-database-url.txt
NCV_DCIMS_MIGRATION_DATABASE_URL_FILE=./secrets/migration-database-url.txt
NCV_DCIMS_BACKUP_DATABASE_URL_FILE=./secrets/backup-database-url.txt
NCV_DCIMS_NAS_MEDIA_ROOT=<media-root>
NCV_DCIMS_NAS_LEDGER_ROOT=<ledger-root>
NCV_DCIMS_NAS_BACKUP_REPOSITORY_ROOT=<repository-root>
NCV_DCIMS_NAS_BACKUP_RECEIPTS_ROOT=<receipts-root>
NCV_DCIMS_BACKUP_ENCRYPTION_KEY_ID=<id-khoa-khong-phai-secret>

Gilr cac khéa dwerng dan password/TLS/share secret/receipt key tir mau; chudn bi file twong (rng & muc
3. M6i khoa xuét hién mét lan. Gilr false cho ba c& BACKUP_OFFSITE_CONFIGURED,
BACKUP_POLICY_APPROVED, BACKUP_RECOVERY_KEY_TESTED, ba c& MEDIA_ PURGE_SCHEDULER_ENABLED,
MEDIA_ PURGE_EXECUTION_ENABLED, MEDIA PURGE_LEGAL_HOLD_ CLEAR_CONFIRMED va
EXTERNAL_API_ENABLED cho t&i khi owner thyc sy hoan thanh/xac nhan diéu kién twong ng (tén déy du
c6 prefix NCV_DCIMS ).

Init user ncv_dcims_app trong mau la quan tri PostgreSQL ctia DB méi, khéng phai role runtime du tén
c6 chir app. C6 thé chon tén khac truwéc init nhwng phai khép admin URL/password; stra env sau khi
volume ¢6 di liéu khéng tw dbéi user/password DB.

Host khéng cé scheme/port; CORS duing origin day du, cé port néu can, khong path/slash cudi. Renderer
Gateway béat budc ding mét trusted IPv4 ngay ca khi khéng dung Cloudflare; owner mang dbi chiéu
renderer, khéng dién IP gia dé qua validation. Compose khong tao tunnel hodc reverse proxy DSM.

Tai liéu ban giao « 30/09/2026
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Ba credential DB, secret va quyén storage

Tao secrets/ riéng tw tai project. Khéng ghi gia tri secret vao env, command line, log, screenshot,
source hodc PDF. Cac file theo mau root:

File trong secrets/

postgres-password.txt

database-url.txt

runtime-database-url.txt

migration-database-url.txt

backup-database-url.txt

media-share-token-secret.txt

tls-certificate.pem, tls-private-key.pem

backup-receipt-private-key.pem,
backup-receipt-public-key.pem

bootstrap-admin-password.txt

Consumer / y&u cau

Password init user, nguyén van

Admin URL, khép init user/password/database
Role ncv_dcims_runtime: DML, API

Role ncv_dcims_migration: owner schema/objects,
migrate/seed/bootstrap

Role ncv_dcims_backup: doc DB cho dump
Secret doc 1ap, ngau nhién manh, tdi thiéu 32 byte
Cap TLS hop Ié cho hostname dich

Ed25519 ky/xac minh receipt, khdng méa hoa di liéu

Password Admin tam, chi cho bootstrap mét 1&n

Céu tric admin URL, chi 1a placeholder:

postgresql://<init-user>:<password-percent-encode>@ncv-dcims-
postgres:5432/ncv_dcims?schema=ncv_dcims

Ba role URL cung host/port/database/schema, username dung bang trén; password khac nhau va khac
admin. Password trong URL percent-encode; file PostgreSQL password van nguyén van. Generator muc
4 tao ba URL tir admin URL, chwa tao role trong DB.

Receipt keys: trén may tin cay cé Node, tai root source, chon thw muc tuyét dbi mai/rdng:

$env:NCV_DCIMS_BACKUP_KEY_OUTPUT_ROOT="'<thu-muc-tuyet-doi-moi-hoac-rong>"
node scripts/generate-backup-receipt-keys.mjs --generate

Cong cu tao receipt-private.pem/receipt-public.pem; chuyén an toan va dat dung tén trong bang.
Private signing key chi mount vao backup, API chi nhan public key. Ma hoa backup/offsite/recovery key
van phai cAu hinh riéng. Password Admin: 12-128 ky tw, khéng chi khoang trang hoéc ky tw diéu khién.

Owner storage xac nhan share that dang mount/mé khoa va quyén UID/GID. API ghi media; backup doc
media/ledger, ghi repository/receipts. Gateway chay 101:101, can doc TLS. Secret-init chi chinh bay file
dwoc chi dinh trong Compose, khong xt ly TLS, PostgreSQL password hodc bootstrap password.
Operator chuén bj quyén doc tbi thiéu cho cac consumer nay; bootstrap password khéng c6 group/other
write. Khéng chmod 777 hoac chown/chmod dé quy ledger WORM.

Build, generator va preflight

SSH vao NAS dich, dung shell c6 quyén Docker (sudo sh néu can). Khai bao trong cuing shell; mat SSH
thi khai bao lai va kiém buéc da dat truéce tiép tuc:

set -eu
umask 077

Tai liéu ban giao « 30/09/2026 10
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DCIMS_PROJECT='<project-root>"'
cd "$DCIMS_PROJECT"
dcims_compose() {
docker compose --project-name ncv-dcims-production \
--project-directory "$DCIMS_PROJECT" --env-file "$DCIMS_PROJECT/.env" \
-f "$DCIMS_PROJECT/compose.production.certified.yml" "$@"
}

dcims_compose --profile maintenance build ncv-dcims-api ncv-dcims-web ncv-dcims-migrate
dcims_compose --profile backup build ncv-dcims-backup

Day la I1énh theo build target/service clia source; chwa chirng nhan full build NAS méi. Gitr Dockerfile
r2/pnpm/lockfile. Néu build 16i, dirng, khéng build song song ho&c ddi API sang root dé stva EACCES.

Khi admin URL da c6 va ca ba role file chwa ton tai, dung generator tir guide r2 da tham sé héa dwong
dan:
DCIMS_ADMIN_FILE="$DCIMS_PROJECT/secrets/database-url.txt"
docker run --rm --network none --user 0:0 --entrypoint node \
--mount "type=bind,src=$DCIMS_ADMIN_FILE,dst=/0ld-admin-url,readonly" \
--mount "type=bind,src=$DCIMS_PROJECT/secrets,dst=/role-secrets" \

ncv-dcims-api-migration:0.2.30 dist/scripts/generate-database-role-secrets.js \
--admin-url-file /old-admin-url --output-directory /role-secrets </dev/null

Dat DB_ROLE_SECRET_FILES_CREATED; generator khong két ndi DB, khéng in gia tri, tlr chéi ghi dé.
Léi/partial files: gitr trang thai, khdng xoéa/sinh lai theo phéng doan.

dcims_compose config --quiet
dcims_compose run --rm -T --no-deps ncv-dcims-secret-init </dev/null

Ca hai phai exit 0. config khéng xac minh noi dung secret/TLS/quyén mount. Néu media/ledger déu
m&i/réng, chwa khéa WORM va owner chip nhan co ché quyén cua job, cé thé chay:

dcims_compose run --rm -T --no-deps ncv-dcims-storage-init </dev/null

Job dbi owner/quyén thw muc media/ledger; khdng chay trén ledger WORM hién hiru. Néu site dung ACL
riéng, owner chuan bi/kiém quyén thay cho job. Repository/receipts phai chuan bi riéng, storage-init
khéng xt ly hai root dé.

DB tréng — role — migrate

Theo deployment hién hanh, khong bat API/Web/Gateway trwéc khi hoan tat bootstrap va provision lan
hai. Sau khi xac minh volume m¢&i va khéng xung dét tén:

dcims_compose up -d ncv-dcims-postgres
docker inspect --format '{{.State.Running}}|{{.State.Health.Status}}' ncv-dcims-postgres

Cho true|healthy; health khéng chirng minh credential role ding. Chay tirng Iénh, chi tiép tuc khi lénh
trwdre exit O:

dcims_compose run --rm -T --no-deps ncv-dcims-db-roles </dev/null
dcims_compose run --rm -T --no-deps ncv-dcims-migrate </dev/null

Role job phai c6é DB_ROLES_PROVISIONED; migration phai migrate deploy thanh céng. Provisioning
dung admin URL trong job maintenance riéng, tao ba role han quyén va schema ncv_dcims. API khéng
dung admin; migrate chi dung migration URL; backup chi dung backup URL. Secret-init cé bind admin file
dé ddi quyén, khong cé network va khéng quan tri DB.

Source ¢6 47 migration, gém bootstrap ngudn checklist con thiéu trén DB tréng; khéng bd/stra migration
lich str. L6i thi gitr trang thai va dirng; khong reset/resolve thii cong hodc seed dé che 18i. Sau migrate
van chua c6 Admin (rng dung. Admin &ng dung khac admin PostgreSQL.
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Seed/bootstrap Admin mét lan, roi provision lai

Vwéng mac source: Compose bootstrap dat production nhwng thiéu share secret/CORS/quarantine;
bootstrap-admin.ts goi config y&u cau ca ba. Job ciing chwa dat UID/GID site. Compose bootstrap goc
chwa dwoc chirng nhan chay dat trén NAS méi. Khong chay nguyén trang hoac dbi sang
development dé bd validation.

Tai NAS dich, tao .env.bootstrap-admin riéng tw; khéng thay .env production. Mau root cé path
Volume 2 can thay. Noi dung dbi chiéu:

NCV_DCIMS_APP_VERSION=0.2.30

NCV_DCIMS_RUNTIME_UID=<runtime-uid>

NCV_DCIMS_RUNTIME_GID=<runtime-gid>

NCV_DCIMS_BOOTSTRAP_ADMIN_USERNAME=admin

NCV_DCIMS BOOTSTRAP_ADMIN_FULL_NAME=<ten-admin-owner-chon>
NCV_DCIMS_DATABASE_URL_FILE=./secrets/migration-database-url.txt
NCV_DCIMS_BOOTSTRAP_ADMIN_PASSWORD_FILE=./secrets/bootstrap-admin-password.txt
NCV_DCIMS_MEDIA SHARE_TOKEN_SECRET_FILE=./secrets/media-share-token-secret.txt
NCV_DCIMS_CORS_ORIGINS=<cung-origin-https-trong-env-production>

Trong env bootstrap, DATABASE_URL_FILE tré migration; trong env production, khéa nay tré
runtime. Khéng dung admin URL cho bootstrap. Chuan bi bootstrap password file doc dwoc béi UID/GID
dich; secret-init khdng stra né.

Tao compose.bootstrap-admin.local.yml tai NAS, canh Compose gbc. Mau bd sung suy ra ti
source, da kiém cAu tric merge, chwa chay bootstrap trén NAS méi:

services:
ncv-dcims-bootstrap-admin:
user: "${NCV_DCIMS_RUNTIME_UID:?Set UID}:${NCV_DCIMS_RUNTIME_GID:?Set GID}"
environment:
NCV_DCIMS_CORS_ORIGINS: ${NCV_DCIMS_CORS_ORIGINS:?Set CORS}
NCV_DCIMS_MEDIA_SHARE_TOKEN_SECRET_FILE:
/run/secrets/ncv_dcims_media_share_token_secret
NCV_DCIMS_MEDIA_QUARANTINE_ROOT: /var/lib/ncv-dcims/media/quarantine
secrets:
- ncv_dcims_media_share_token_secret
secrets:
ncv_dcims_media_share_token_secret:
file: ${NCV_DCIMS MEDIA SHARE_TOKEN SECRET FILE:?Set share secret file}

Quarantine & day la tham sé validation, bootstrap khéng upload/mount media. Entrypoint doc DB/share
secret vao process. Trong cung shell NAS:
dcims_bootstrap() {
docker compose --project-name ncv-dcims-bootstrap-admin \
--project-directory "$DCIMS_PROJECT" \
--env-file "$DCIMS_PROJECT/.env.bootstrap-admin" \
-f "$DCIMS_PROJECT/compose.bootstrap-admin.synology.yml" \

-f "$DCIMS_PROJECT/compose.bootstrap-admin.local.yml" "$@"
}

dcims_bootstrap config --quiet
dcims_bootstrap run --rm -T --no-deps ncv-dcims-bootstrap-admin </dev/null

Job chay pnpm db:seed r6i pnpm db:bootstrap-admin, bang migration credential. Seed tao
permission/ba system role/checklist, mac dinh khéng tao user/bénh nhan demo. Bootstrap chi tao Admin
khi chwa cé user, ghi audit va bat déi password 14n dau. Pat: exit 0 va thong bao tao Admin.

Néu seed dat/bootstrap 16i, kiém config/password va trang thai user trwdc chon thao tac tiép; khong 18p
theo phong doan. Khong chay seed/bootstrap hodc bootstrap-test-accounts trén DB van hanh.

Bat budc provision 1an hai sau seed/bootstrap, trwéc API:
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dcims_compose run --rm -T --no-deps ncv-dcims-db-roles </dev/null

Phai c6 DB_ROLES_PROVISIONED. Khi cac bang da cé, bwédc nay chan runtime doc _prisma_migrations
va UPDATE/DELETE audit_logs; runtime gi(* DML nghiép vy, migration s& hiru objects, backup chi
doc.

Activate, smoke va nghiém thu owner

Sau PostgreSQL healthy, migration/bootstrap/provision lan hai dat, mount/quyén dang:

dcims_compose up -d --no-build --pull never --no-deps ncv-dcims-api ncv-dcims-web ncv-dcims-
gateway

dcims_compose ps

sh scripts/synology/ncv-dcims-post-update-smoke-test.sh 'https://<host>[:<port-neu-can>]’
0.2.30 </dev/null

Thay URL placeholder toan bd. Bén service PostgreSQL/API/Web/Gateway phai healthy, API/Web dlng
tag :0.2.30. Owner ciu hinh DNS/TLS/ingress; chi Gateway public. Internal healthcheck bd kiém
certificate, khong thay smoke HTTPS c6 kiém TLS. Smoke phai c NCV_DCIMS_POST_UPDATE_SMOKE_OK;
kiém health/header/title/auth boundary/Swagger-version bi chan, khéng so phién ban public ho&c chirng
minh image dung.

Dé&ng nhap Admin va dbi password. Owner UAT nghiém thu béng di liéu gia: ba vai tro, scope/IDOR
chéo user/branch/patient/case, upload dung/sai dinh dang, private anh/PDF, confirm/reopen, chia sé/thu
hoi, phan trang/tim/loc/Back-Forward va responsive 390/768/1440. Khéng dung bénh nhan that hoac xo6a
ca that dé th&r. Runtime khéng c6 antivirus scanner; van cé quarantine/MIME/signature/decode/PDF
validation.

Backup: theo backup/restore, lich hién c6 02:00 Asia/Ho_Chi_Minh, retention 60 ngay; khoéng tw ddi
policy. Compose backup 1a job mét lwot, khdng tw tao lich. Owner phai cAu hinh lich/ma
héaloffsite/custody va kiém recovery, réi méi xac nhan cac c& backup twong (rng. Lénh dwai chi dung khi
cac didu kién da dwoc owner xac nhan:

dcims_compose --profile backup run --rm -T --no-deps ncv-dcims-backup </dev/null

Lénh thwc suw tao backup/receipt va cé thé rotation; khdng phai preflight chi doc. Dump parse/checksum
khong thay restore DB ciing media c6 |ap. Purge/External API gilr tat trong quy trinh nay; bat la quyét
dinh riéng.

Owner storage kiém ACL/WORM, mount share ma hda, startup guard va reboot cé kiém soat trwdc dung
di liéu that. Khong coi helper site cii da cai trén NAS mai; restart: unless-stopped cé thé chay trwéc
khi share mount. Startup guard c6 path/sé container lich st can déi chiéu, khéng chép mu hoéc tao
marker trén fallback folder dé vwot 16i.

Viéc can owner déng Owner / wu tién / bang chirng

NAS/storage/volume/UID/GID/build/guard Owner NAS + storage / PO: full build r2, mount/quyén, vi tri DB va
reboot trén NAS dich

TLS/ingress/private endpoints Owner mang / PO: HTTPS smoke, trusted peer va firewall ding
topology
Backup/retention/hold/offsite/recovery/restore Chu hé théng + owner backup / PO trwéc div liéu that: policy xac

nhan va restore DB-media cb lap
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Viéc can owner déng Owner / wu tién / bang chirng
UAT vai tro/scope/responsive Owner UAT / PO: bién ban di liéu gia, 390/768/1440 va nghiép
vy

Bét ky budc 16i: dirng phu thudc, gitk bwédc cubi/output da loai secret. Khéng down -v, Delete/Clean,
prune, reset DB hodc chmod/chown hang loat. Rollback/restore sau thay role/schema can chd hé théng
duyét phwong an khi trién khai thuc.

Kiém lwot viét guide: Compose certified va merge bootstrap config --quiet dat véi tham sb gid; ngudn
c6 47 migration. Chwa chay lint/type-check/unit/integration/build/E2E hay cai NAS mé&i: chi stra tai liéu.
Evidence release 13 két qua lwot kiém truwéc, khong chirng nhan cai méi. Tai liéu ban giao khong thay
bién ban nghiém thu trién khai.

Nguon k¥ thuat di kém

Guide c6 & 02_ HUONG_DAN_CAP_NHAT va 05_ NGUON_TAI_LIEU. Cac nguén truc tiép da dwoc kém
trong 85_NGUON_TAI_LIEU/technical/, gitt dwdng dan t root. Bdng dwdi chi ra cac nguén chinh;

@4 _KIEM_CHUNG/NGUON_THAM CHIEU.json ghi day du file, SHA-256 va ngudn lay tir installer r2 hodc
snapshot tai liéu ky thuat ngay 30/09/2026.

Source twr root repository Muc dich

README . md Hién trang NAS

docs/assumptions.md Policy/owner/gi¢i han

docs/production-deployment.md Th ty cai méi hién hanh; khéng co
docs/operations/deployment-production.md trong ngudn da
doc

docs/operations/synology-update-0.2.30.md Guide r2/generator/site boundary

docs/evidence/release-0.2.30-verification-2026-09-30 DB tréng/role/NAS/gi6i han

.md

docs/backup-restore.md Backup/retention/restore
docs/operations/synology-storage-startup-guard.md Guard can dbi chiéu site
.env.production.example MAu root, khéng secret that
.env.bootstrap-admin.example Bootstrap root, thay path
compose.production.certified.yml Service/job/secret/volume
compose.bootstrap-admin.synology.yml Seed/bootstrap gbc
deploy/docker/api.Dockerfile Image API/migration r2
deploy/docker/load-database-secret.sh Entrypoint DB/share secret
deploy/gateway/render-nginx-config.sh Host/trusted IPv4
apps/api/scripts/generate-database-role-secrets.ts Sinh ba credential
apps/api/scripts/provision-database-roles.ts Role/grants/revokes
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Source tw root repository Muc dich
apps/api/prisma/seed.ts Seed hé théng
apps/api/prisma/bootstrap-admin.ts Admin mét 1an
apps/api/src/config.ts Production validation
scripts/generate-backup-receipt-keys.mjs Ed25519 receipt keys

scripts/synology/ncv-dcims-post-update-smoke-test.sh HTTPS smoke

apps/api/src/auth/password-policy.ts Password policy
scripts/run-backup-scheduler.mjs Scheduler riéng
deploy/docker/backup.Dockerfile Backup mét lwot

D3 kém cac ngudn tham chiéu theo cAu trdc trén. Source tham chiéu khéng thay installer day du dé
build/chay; lién két phu bén trong source c6 thé can checkout day du. Gilr nguyén cac tai liéu 0.2.29/lich
str.

NCV DCIMS - NCV Dental Clinical Image Management
System: cap nhat 0.2.29 — 0.2.30 bang bd r2

Ngay 30/09/2026 - hwéng dan chinh cta bd r2. r2 gir phién ban (rng dung 0.2.30, stra quyén doc ma
chwong trinh trong image API/migration va téng hop kinh nghiém cap nhat NAS thuc té. Khong déi
TypeScript/UI/SQL/Compose hoac payload Volume 2 lich st so v&i r1.

NAS hién tai cia chu hé théng da xong: migration, provision lai role, APl/Web/Gateway healthy, DSM
sync Volume 2, HTTPS smoke, Dockerfile source stra quyén va ding nhap/giao dién binh thwong déu da
duoc xac nhan. Khéng chay cac bwéc nang cap dwéi day lai trén NAS nay. Gitr bo r2 cho 1an build
sau va ban giao. Day la huwéng dan cap nhat site con & 0.2.29, khéng phai cai trdng hoac chuyén volume.

Pham vi va nhirng thwr gitr nguyén

Theo task Di chuyén share folder sang Volume 2 chét 15/09 va hwéng dan 0.2.25/0.2.27/0.2.28/0.2.29,
duing dung topology sau. Néu khac, dirng dbi chiéu; khéng tw stra hash/layout/UUID dé vwot guard.

Thanh phan Gil» nguyén

Project Container Manager ncv-dcims-production, khong tao project mai

Source project /volume2/docker-v2/ncv-dcims-production

Coéng cu site/DSM sync /volume2/docker-v2/ncv-tools/dcims-v1
PostgreSQL 17; volume ngoai ncv-dcims-postgres-data-v2; device

/volume2/docker-v2/ncv-dcims-postgres-data-v2
Media /volume2/ncv-dcims/media

Ledger WORM /volume2/ncv-dcims-ledger-v2
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Thanh phan Gil» nguyén

Backup (rng dung /volume2/ncv-dcims/backup/repository, receipts
/volume2/ncv-dcims/backup/receipts

Sao lwu trudc nang cap Shared folder riéng tw /volume2/migration-backup

Docker Root / Container Manager Volume 1; khéng move /volumel/@docker hodc package
Domain/TLS/Cloudflare/IMS Khong dbi domain, TLS, trusted IP, tunnel hodc IMS
Quyén/chinh séach di liéu Gilr UID/GID, secret chia sé/khdéa backup, retention/purge/legal

hold/scheduler

Khac ban cii: thém migration va ba credential runtime/migration/backup; git file quan trj ci. APl khéng
dung credential quan tri. r2 stva quyén ma chwong trinh bén trong image, khéng chmod/chown
secrets/media/ledger/database trén host.

Trwde ctra sb bao tri, owner van hanh xac nhan share ma héa da mé/mount, backup database cung
media va restore point dung dwoc theo chinh sach dang duyét. Dump cla updater chi la database va
kiém parse, khéng thay backup media/offsite/restore drill. Khéng chay déng thdi DSM Build/Update hoéc
mot phién updater khac.

Upload va dang nhap dung noi

File / thw muc Vi tri

ZIP ncv-dcims-production-0.2.30-complete-synology-r2.zip

Checksum ncv-dcims-production-0.2.30-complete-synology-r2.zip
.sha256.txt

Upload trong File Station Shared folder docker-v2, Location Volume 2, tao thw muc

ncv-dcims-release-0.2.30-r2
Puong dan SSH cuia thw muc upload /volume2/docker-v2/ncv-dcims-release-0.2.30-r2

Source sau giai nén /volume2/docker-v2/ncv-dcims-release-0.2.30-r2/sourc
e

Khoéng upload vao database/media/ledger/backup repository hodc source project dang chay. Khéng gidi
nén dé project. ZIP chiva source dé build, khéng cé image offline/credential/database; NAS can
registry/package registry.

Trong Windows PowerShell, mé& thu muc chira hai file, so sanh hash:

Get-FileHash -Algorithm SHA256 .\ncv-dcims-production-0.2.30-complete-synology-r2.zip
Get-Content .\ncv-dcims-production-0.2.30-complete-synology-r2.zip.sha256.txt

Hai hash phai giéng hét nhau. Upload c3 hai file vao dung thw muc trong bang.
Trong PowerShell, thay hai phan <. . .> bang tai khodn quan tri va dia chi NAS thuc té:
ssh '<tai-khoan-quan-tri-nas>@<dia-chi-nas>"'

Sau dang nhap, ddu nhac phai [4 admin@NAS. . . :~$, khong phai PS C:\...>. T4t cd khdi sh sau day
chay trén NAS. Dan nguyén khéi tir sudo sh dén dong két thiic DCIMS . . .; khéng bé dong cubi.
D4u > trong ltic dan 1 shell dang che da khédi. Sudo c6 thé héi password; nhap tai prompt, khéng viét
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password vao Iénh.

Mbi khéi tw khai bao dwdng dan va chay trong shell sudo riéng, khong phu thudc bién cta khéi truwée.
Khéng can sudo -i. Khi khéi I6i, shell con divng nhung ban van & NAS admin; khéng chay bwérc tiép
theo hoac lap bwéc vira 16i theo phdng doan. Mat SSH: d&ng nhap lai NAS, kiém buwéc da dat truwéc
khi tiép tuc.

- D

Kiém ZIP va hién trang trwéc giai nén

Khéi nay kiém site con & 0.2.29; néu NAS dang & 0.2.30, khéng chay quy trinh nang cép.

sudo sh <<'DCIMS_PRECHECK_R2'

set -eu

export PATH=/var/packages/ContainerManager/target/usr/bin:/usr/local/bin:/usr/bin:/bin:/usr/
sbin:/sbin:$PATH

DCIMS_PROJECT=/volume2/docker-v2/ncv-dcims-production
DCIMS_STAGE=/volume2/docker-v2/ncv-dcims-release-0.2.30-r2
DCIMS_TOOLS=/volume2/docker-v2/ncv-tools/dcims-v1

cd "$DCIMS_PROJECT"

test -f .env

test ! -L .env

test "$(sed -n 's/~NCV_DCIMS_APP_VERSION=//p' .env | tr -d '\r')" = 0.2.29

test -d secrets

test -d /volume2/migration-backup

test "$(cat /volume2/docker-v2/ncv-dcims-postgres-data-v2/PG_VERSION)" = 17

sh "$DCIMS_TOOLS/dcims.sh" check </dev/null

docker ps -a --filter name=ncv-dcims --format 'table {{.Names}}\t{{.Image}}\t{{.Status}}'
cd "$DCIMS_STAGE"

test ! -e source

test ! -e operator-state

tr -d '\r' < ncv-dcims-production-0.2.30-complete-synology-r2.zip.sha256.txt | sha256sum -c
printf 'PRECHECK_R2_OK\n'

DCIMS_PRECHECK_R2

DPat: checksum OK, NCV_VOLUME2_READY version=0.2.29, PostgreSQL/API/Web/Gateway healthy,
PRECHECK_R2_OK. Tunnel cé thé xuat hién thém. Adapter check c6 probe nhé & media/backup va helper
lwu cAu hinh riéng tw; khdng goi né 1a hoan toan khéng ghi.

Trong File Station, chon ZIP — Extract/Giai nén vao source bén trong thw muc upload. Néu DSM tao
thw muc tén ZIP, ddi tén thanh source. Phai cé truc tiép source/package.json,
source/apps/api/package.json, source/deploy; khéng Idng thém thuw muc tén ZIP va khéng dé
source nam ngay & géc staging. Khéng dung unzip trong SSH: NAS nay khong c6 Iénh dé.

Sao lwu roi chép source r2

App van chay. Khéi tw lwu source/config/secrets/tools cii, kiém version/hash source va bdo dam .env,
volume2.override.yml, docker-compose.yml khéng bj thay. Pwdng dan backup dwoc lwu trong
operator-state/source-backup.path; buwéc sau doc va kiém lai, khéng phai gé suffix tir anh.

sudo sh <<'DCIMS_SOURCE_R2'

set -eu

umask @77

export PATH=/var/packages/ContainerManager/target/usr/bin:/usr/local/bin:/usr/bin:/bin:/usr/
sbin:/sbin:$PATH
DCIMS_PROJECT=/volume2/docker-v2/ncv-dcims-production
DCIMS_STAGE=/volume2/docker-v2/ncv-dcims-release-0.2.30-r2
DCIMS_TOOLS=/volume2/docker-v2/ncv-tools/dcims-vi1

cd "$DCIMS_PROJECT"

test -f .env

test | -L .env
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test "$(sed -n 's/~ANCV_DCIMS_APP_VERSION=//p' .env | tr -d '\r')" = 0.2.29
test ! -e "$DCIMS_STAGE/operator-state"
for dcims_manifest in package.json apps/api/package.json apps/web/package.json; do
test -s "$DCIMS_STAGE/source/$dcims_manifest"
grep -Eq '"version"[[:space:]]*:[[:space:]]*"@[.]2[.]30""'
"$DCIMS_STAGE/source/$dcims_manifest"
done
test -s "$DCIMS_STAGE/source/deploy/site/nas-volume2/install-dcims-security-update.sh"
for dcims_private in .env secrets volume2.override.yml docker-compose.yml; do
test ! -e "$DCIMS_STAGE/source/$dcims_private"
test ! -L "$DCIMS_STAGE/source/$dcims_private"
done
test "$(tr -d '\r' < "$DCIMS_STAGE/source/deploy/docker/api.Dockerfile" | sha256sum | cut -d
‘' -f 1)" = 43f6cc@5d3a78f6da7bd726a0leeb5a6e5328a99973e6ec4cafab886b90d98al
mkdir "$DCIMS_STAGE/operator-state"
DCIMS_SAVE=$(mktemp -d /volume2/migration-backup/dcims-source-before-0230-XXXXXX)
printf 'SOURCE_BACKUP=%s\n' "$DCIMS_SAVE"
mkdir "$DCIMS_SAVE/config"
cp -p .env compose.production.certified.yml volume2.override.yml docker-compose.yml
"$DCIMS_SAVE/config/"
cp -a secrets "$DCIMS_SAVE/secrets"
cp -a "$DCIMS_TOOLS" "$DCIMS_SAVE/site-tools"
tar -cf "$DCIMS_SAVE/source-before.tar" \
--exclude=node_modules --exclude=dist --exclude=generated \
--exclude=.next --exclude=.wrangler --exclude=coverage \
apps packages patches deploy scripts \
package.json pnpm-lock.yaml pnpm-workspace.yaml tsconfig.base.json README.md .dockerignore
for dcims_file in compose.*.yml .env.*.example .gitignore AGENTS.md; do
if test -f "$dcims_file"; then cp -p "$dcims_file" "$DCIMS_SAVE/config/"; fi
done
test -s "$DCIMS_SAVE/source-before.tar"
tar -tf "$DCIMS_SAVE/source-before.tar" >/dev/null
cp -a "$DCIMS_STAGE/source/." "$DCIMS_PROJECT/"
for dcims_config in .env volume2.override.yml docker-compose.yml; do
cmp "$DCIMS_PROJECT/$dcims_config" "$DCIMS_SAVE/config/$dcims_config"
done
printf '%s\n' "$DCIMS_SAVE" > "$DCIMS_STAGE/operator-state/source-backup.path"
printf 'SOURCE_R2_READY_PRIVATE_CONFIG_UNCHANGED\n'
DCIMS_SOURCE_R2

Pat: SOURCE_R2 READY_PRIVATE CONFIG_UNCHANGED. Lwu SOURCE_BACKUP; thw muc co secrets that,
khéng givi ca thu muc. operator-state da c6 ma khdi 16i: giiv trang thai, kiém backup/copy; khéng x6a
marker roi |&p buéc. Khong rsync --delete, khdng quét Docker Root, khéong chép payload site dé
ncv-tools/dcims-v1. M3u .env.production.example khdng thay .env that. Source méi chwa lam
container dang chay restart.

Tao credential va tw cap nhat nam khoéa .env

Khéng dung vi, khéng in URL/password, khéng gé dwdng dan file quan tri theo phdng doan. Khéi do file
cli t . env, yéu cau chwa c6 ba file mé&i, build migration image roi kiém pnpm/Prisma bang UID that
trwéc downtime. N6 tao ba credential khac nhau, git file quan tri cii va thay dang ndm khoa . env bang
file tam sau khi da sao lwu.

sudo sh <<'DCIMS_ENV_R2'

set -eu

umask @77

export PATH=/var/packages/ContainerManager/target/usr/bin:/usr/local/bin:/usr/bin:/bin:/usr/
sbin:/sbin:$PATH

DCIMS_PROJECT=/volume2/docker-v2/ncv-dcims-production
DCIMS_STAGE=/volume2/docker-v2/ncv-dcims-release-0.2.30-r2

cd "$DCIMS_PROJECT"

test -f .env

test ! -L .env

DCIMS_SAVE=$(cat "$DCIMS_STAGE/operator-state/source-backup.path")

case "$DCIMS_SAVE" in /volume2/migration-backup/dcims-source-before-0230-*) ;; *) exit 1;;
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esac
test -s "$DCIMS_SAVE/source-before.tar"
test -d "$DCIMS_SAVE/secrets"
for dcims_config in .env volume2.override.yml docker-compose.yml; do
cmp "$dcims_config" "$DCIMS_SAVE/config/$dcims_config"
done
read_setting() {
test "$(awk -F= -v key="$1" '$1==key {n++} END {print n+0}' .env)" = 1 || { printf "STOP:
MISSING_OR_DUPLICATE_KEY %s\n" "$1" >&2; return 1; }
sed -n "s/~$1=//p" .env | tr -d '\r'
}
test "$(read_setting NCV_DCIMS_APP_VERSION)" = ©.2.29
DCIMS_OLD_DB_FILE=$(read_setting NCV_DCIMS_DATABASE_URL_FILE)
test -n "$DCIMS_OLD_DB_FILE"
case "$DCIMS_OLD_DB_FILE" in
/*) DCIMS_ADMIN_FILE="$DCIMS OLD DB_FILE";;
./*) DCIMS_ADMIN_FILE="$DCIMS_PROJECT/${DCIMS_OLD DB_FILE#./}";;
*) DCIMS_ADMIN_FILE="$DCIMS_PROJECT/$DCIMS_OLD_DB_FILE";;
esac
test -s "$DCIMS_ADMIN_FILE"
DCIMS_RUNTIME_USER="$(read_setting NCV_DCIMS_RUNTIME_UID):$(read_setting
NCV_DCIMS_RUNTIME_GID)"
test "$DCIMS_RUNTIME_USER" = 1044:65549
for dcims_role in runtime migration backup; do

test ! -e "secrets/$dcims_role-database-url.txt"
test ! -L "secrets/$dcims_role-database-url.txt"
done

docker build -f deploy/docker/api.Dockerfile --target migration -t ncv-dcims-api-
migration:0.2.30 . </dev/null
docker run --rm --network none --read-only --user "$DCIMS_RUNTIME_USER" \
--cap-drop ALL --security-opt no-new-privileges:true \
--tmpfs /tmp:rw,noexec,nosuid,size=64m \
-e COREPACK_ENABLE_NETWORK=0 -e CHECKPOINT_DISABLE=1 \
-e DATABASE_URL=postgresql://127.0.0.1:5432/ncv_dcims_permission_check \
--entrypoint /bin/sh ncv-dcims-api-migration:0.2.30 \
-ec 'test -r package.json; pnpm --version; pnpm exec prisma --version' </dev/null
printf 'MIGRATION_TOOLCHAIN_READ_OK_BEFORE_DOWNTIME\n'
docker run --rm --network none --user 0:0 --entrypoint node \
--mount "type=bind,src=$DCIMS_ADMIN_FILE,dst=/o0ld-admin-url,readonly" \
--mount "type=bind,src=$DCIMS_PROJECT/secrets,dst=/role-secrets"” \
ncv-dcims-api-migration:0.2.30 dist/scripts/generate-database-role-secrets.js \
--admin-url-file /old-admin-url --output-directory /role-secrets </dev/null
for dcims_role in runtime migration backup; do test -s "secrets/$dcims_role-database-
url.txt"; done
for dcims_key in NCV_DCIMS_DB_ADMIN_URL_FILE NCV_DCIMS_MIGRATION_DATABASE_URL_FILE
NCV_DCIMS_BACKUP_DATABASE_URL_FILE; do
test "$(grep -c "~$dcims_key=" .env || true)" -le 1
done
DCIMS_ENV_TMP=$(mktemp "$DCIMS_PROJECT/.env.update-r2.XXXXXX")
trap 'rm -f "$DCIMS_ENV_TMP"' @
trap 'exit 130' INT
trap 'exit 143' HUP TERM
cp -p .env "$DCIMS_ENV_TMP"
sed \
-e '/~NCV_DCIMS_APP_VERSION=/d' \
-e '/~NCV_DCIMS_DB_ADMIN_URL_FILE=/d' \
-e '/~NCV_DCIMS_DATABASE_URL_FILE=/d" \
-e '/ANCV_DCIMS_MIGRATION_DATABASE_URL_FILE=/d' \
-e '/ANCV_DCIMS_BACKUP_DATABASE_URL_FILE=/d' \
.env > "$DCIMS_ENV_TMP"
printf '\n%s\n' 'NCV_DCIMS_APP_VERSION=0.2.30' >> "$DCIMS_ENV_TMP"
printf 'NCV_DCIMS_DB_ADMIN_URL_FILE=%s\n' "$DCIMS_OLD_DB_FILE" >> "$DCIMS_ENV_TMP"
printf '%s\n' \
"NCV_DCIMS_DATABASE_URL_FILE=./secrets/runtime-database-url.txt' \
"NCV_DCIMS_MIGRATION_DATABASE_URL_FILE=./secrets/migration-database-url.txt" \
"NCV_DCIMS_BACKUP_DATABASE_URL_FILE=./secrets/backup-database-url.txt' >> "$DCIMS_ENV_TMP"
for dcims_key in NCV_DCIMS_APP_VERSION NCV_DCIMS_DB_ADMIN_URL_FILE
NCV_DCIMS_DATABASE_URL_FILE NCV_DCIMS_MIGRATION_DATABASE_URL_FILE
NCV_DCIMS_BACKUP_DATABASE_URL_FILE; do
test "$(grep -c "~$dcims_key=" "$DCIMS_ENV_TMP")" = 1
done
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mv -f "$DCIMS_ENV_TMP" .env
printf 'ENV_R2_READY\n'
DCIMS_ENV_R2

Dat: MIGRATION_TOOLCHAIN_READ OK_BEFORE_DOWNTIME, DB _ROLE_SECRET_FILES_ CREATED,
ENV_R2_READY. Toolchain probe khéng két néi DB. Tao file khéng dbi password administrator hay
provision role. File credential m&i c6 quy&n ban d4u 0600; updater chudn héa quyén cac file dwgc chi
dinh.

Néu ba file mai da c6 hoac khéi 16i gitra chirng, khong xéa/sinh lai va khéng stra .env bang mau; dirng
dbi chiéu bwdc da dat. Moi khéa khac dwoc gitr, bao gdm domain/TLS, storage, UID/GID, khéa chia
sé/backup va chinh sach di liéu.

Cai revision adapter roi update mét lan

Chi chay khi buéc 3-5 dat, co ctra s6 bao tri va backup theo muc 1. Installer cé guard riéng cho
topology/layout/helper/UID/DSM; né chi cai revision can cho credential méi, khéng phai installer Volume
2 gbc. Khong stop toan project trwdc khéi nay.

sudo sh <<'DCIMS_UPDATE_R2"'

set -eu

umask @77

export PATH=/var/packages/ContainerManager/target/usr/bin:/usr/local/bin:/usr/bin:/bin:/usr/
sbin:/sbin:$PATH

cd /volume2/docker-v2/ncv-dcims-production

sh deploy/site/nas-volume2/install-dcims-security-update.sh </dev/null

sh /volume2/docker-v2/ncv-tools/dcims-vl/dcims.sh check </dev/null

sh /volume2/docker-v2/ncv-tools/dcims-vl/dcims.sh update ©.2.30 </dev/null

DCIMS_UPDATE_R2

Dat: adapter ready va NCV_VOLUME2_UPDATE_OK version=0.2.30 backup=....Lwu backup path.
NCV_VOLUME2_READY riéng I& chi la kiém s&n sang, khdng phai da cap nhat.

Updater build khi app cii van chay — kiém secret/quyén/storage/role input — dirng ding
Gateway/API/Web, gitr PostgreSQL — dump/parse — provision role — migration — provision lai dé chan
runtime doc metadata migration/stra x6a audit — recreate ba app, kiém healthy/image — déng bd DSM.
PostgreSQL va tunnel khéng dwoc nang/recreate trong bwéc nay. Build cé thé 1au & download/export
layers; khong mé phién build th(r hai.

Kiém sau cap nhat va Ul

sudo sh <<'DCIMS_VERIFY_R2'

set -eu

export PATH=/var/packages/ContainerManager/target/usr/bin:/usr/local/bin:/usr/bin:/bin:/usr/
sbin:/sbin:$PATH

cd /volume2/docker-v2/ncv-dcims-production

sh /volume2/docker-v2/ncv-tools/dcims-vl/dcims.sh check </dev/null

sh /volume2/docker-v2/ncv-tools/dcims-v1l/sync-dsm-compose.sh check </dev/null

docker ps -a --filter name=ncv-dcims --format 'table {{.Names}}\t{{.Image}}\t{{.Status}}'
test "$(tr -d '\r' < deploy/docker/api.Dockerfile | sha256sum | cut -d ' ' -f 1)" =
43f6ccO5d3a78f6da7bd726a0leeb5a6e5328a99973e6ec4cata6886b90d98al

DCIMS_HOST=$(sed -n 's/ANCV_DCIMS_PUBLIC_HOST=//p' .env | tr -d '\r')

test -n "$DCIMS_HOST"

sh scripts/synology/ncv-dcims-post-update-smoke-test.sh "https://$DCIMS_HOST" ©.2.30
</dev/null

DCIMS_VERIFY_R2
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Dat: NCV_VOLUME2_READY version=0.2.30, DSM_COMPOSE_SYNC_CHECK_OK, bén service healthy va
NCV_DCIMS_POST_UPDATE_SMOKE_OK. Adapter kiém image pins/volume/UID/layout; HTTPS smoke kiém
health/auth boundary/header, khéng doc phién ban public. Khéng givi . env, credential hoac log co6 dir liéu
that.

Mé& web, Ctrl+F5, dang nhap; kiém Cai dat khoéng icon trudce tiéu dé, menu/nut van dung dugrc,
paging/tim/loc bénh nhan va Back/Forward. Nghiém thu role/scope/share/upload/confirm/reopen chi dung
tai khoan va di liéu thir dwoc phép; khong xda ca that dé thdr thu hdi link. Kiém responsive 390/768/1440
va thiét bj Back/Forward thuc khi nghiém thu Ul day dd. Bang nhap/giao dién binh thwéng khéng thay

DR/offsite/reboot/restore UAT.

Céc 16i da gap va cach xtr ly dang

Hién twong

Sudo disabled trong Windows

Bién réng, Iénh tim /source/. ..

Khoéng tim thdy ZIP ho&c sidecar

UNZIP_NOT_AVAILABLE

Co package.json ngay staging root

SOURCE_READY duoc in du test trwdc 16i

Backup suffix ttr anh bi doc sai

Pnpm bao ban mai hoac request cham

Corepack EACCES doc package.json

Update 16i stage=migration/activation

App healthy nhung DSM sync 16i

update.lock da tén tai

Nguyén nhan / xt ly

SSH da dong va dang & PS>. SSH lai NAS; khong bat sudo
Windows dé stra

Bién mat khi dbi root/admin/SSH. Cac khdi r2 tu khai bao day du;
khéng tiép tuc dan doan cii

Upload sai folder/tén hodc dang dirng sai thu muc. Kiém hai file
dung bang muc 2, checksum OK trwdc gidi nén

Dung File Station, khéng cai thém unzip ho&c 1&p 1&nh 15i

Giai nén sai dich. Can . ../source/package.json; chwa copy
vao project

In mét marker riéng khong chirng minh dat. Chi ding marker cudi
clia nguyén khéi da dirng khi 16i

r2 lwu dwong dan tlr mktemp vao operator-state va so config,
khéng gé tén ngau nhién tir anh

Khéng tw nang package manager; gitr pnpm 11.9.0/lockfile. Cho
va kiém tién trinh; khéng build song song

Source gidi nén gitr 0600/0700, UID site khac node. r2 stra
quyén program workspace; toolchain probe trwéc downtime.

Khoéng chmod toan shared folder, khong chay API root

Role/schema c6 thé da ddi. Khong bat container/image cii,
restore hodc chay full updater lai theo phéng doan

Kiém riéng helper/DSM/default Compose; khong rebuild/migrate
lai chi dé stra sync

Kiém tién trinh/trang thai; khéng xda lock dé ép chay

Néu 16i: gitr nguyén output va backup path, ghi buéc/marker cudi; khéng thwe hién buwéc sau. Trudc
migration, kiém trang thai thuc réi méi quyét dinh tiép tuc. Sau role/migration, phwong an rollback/restore
theo schema phai dwoc chi hé thdng duyét; Khéng tw dong tra image cii hoac restore database vi c
thé khong twong thich/mét dir liéu. Khéng purge, down -v, Clean/Delete project, prune, migrate
reset/resolve thi cong hoac seed DB van hanh. Khéng chay Docker system df/quét Docker Root nang

tirng gay treo NAS.
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Nhat ky va khéi x& ly sw cb ZIP gbc/r1 nam & hwdng xi ly 16i quyén image, chi dung khi trang thai khép
va dwoc dbi chiéu; khong phai phan bét budc cltia upgrade r2. Bang chivrng kiém phan biét chuan bi local,
NAS thuc va phan chwa kiém. Fresh full Docker build tir source stva chwa dwoc chay lai local vi engine
unavailable/WSL bj tir chdi; NAS da kiém candidate images véi cling logic chmod,
migration/runtime/smoke va source checksum.
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