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NCV DCIMS 0.2.30 - Hwéng dan sir dung Quan trj vién
(ADMIN)

NCV DCIMS - NCV Dental Clinical Image Management System

Phién ban tai liéu: 30/09/2026. Danh riéng cho Quan tri vién (ADMIN). C6 thé doc doc lap, khéng can doc
tai liéu vai tro khac.

Cach doc: xem phan bat dau nhanh, thao tac chung, chwong cla vai trd va phan x& ly 16i. Phu luc &nh cé

s6 hinh, dwdng di trén giao dién va huéng dan doc anh. Anh dwoc nhing dé co thé phong to trong trinh
doc PDF.

Anh minh hoa: giao dién production 0.2.30 chay cuc bd, APl mé phdng véi div liéu gia. Tén “Bénh nhan
gid”, “Co’ s& minh hoa” va s6 0000000000 khéng dai dién ngudi that. Tai khodn minh hoa khéng phai tai
khoan dang nhap NAS. Céac 6 tréng dung dé chi rd noi can thao tac, khéng phai vi du ca da hoan tat.

Nhirng diém can biét trong 0.2.30-r2

(ng dung 1a 0.2.30; r2 la revision bd cai stra quyén doc ma chwong trinh trong image NAS. Tai liéu chét
ngay 30/09/2026. NAS hién tai da cap nhat va dang nhap binh thuéng; nhan tai liéu nay khéng can chay
cap nhat lai.

« Danh sach bénh nhan lay dir liéu tir server, 25 hé so mdi trang. Xem tdng s6 hd so, dung ndt trang
trwdc/trang sau; khdng két luan bénh nhan khéng ton tai chi vi chwa thay & trang hién tai. Tim kiém, loc
va sap xép ap dung trén toan bd pham vi dwoc phép. Cac sb ca/can bd sung trong trang phan anh trang
hién tai; tdng hé so phan anh két qua tim/loc.

« Khi chon déng thdi Bac si va Dich vu, két qua phai c6 cing mét ca diéu tri théa ca hai diéu kién. Mudn
tim ca khac, diéu chinh bd loc thay vi mé réng quyén tai khoan.

« Back/Forward khoi phuc hd so' d& mé ké ca khi hé so khong & trang danh sach hién tai; quyén truy cap
van dwoc kiém lai.

« X6a ca diéu tri s& thu hdi cac link chia sé cla ca. Khéi phuc ca khéng phuc héi link cii; nguoi co
quyén phai tao link m&i va gi lai cho ngwoi nhan dwoc phép.

« Néu dang nhap bao quéa nhiéu yéu cau, che rdi thiy lai; khéng bam lién tuc hodc mé nhiéu phién dang
nhap cung luc.

« Trong Cai dét, tiéu dé cac khdi khéng con icon dirng trwde. Icon trén menu va cac nat van duoc gitr.
Cac quyén nghiép vu cia ADMIN, DOCTOR, LABO khéng déi.

Anh trong PDF dwoc chup lai tir frontend build 0.2.30 ngay 30/09/2026, APl mé phdng va di liéu gid. Anh
minh hoa cach thao tac; khdng chirng nhan ghi di liéu, authorization hay UAT trén NAS.

Bat dau nhanh

1. Dang nhap va déi mat khau tam.
2. Kiém tra Cai dat —» Co’ s& — Tai khoan.

3. Tao trng tai khoan dung vai trd; DOCTOR c6 co sé& chinh.
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4. Kiém tra ho so, thung rac va cau hinh tich hop theo quyén.
5. Ban giao tirng PDF cho dung ngw&i; cong viéc NAS dung tai liéu van hanh riéng.

Quyén thyc té phu thudc permission, pham vi di¥ liéu, quan hé ca/lan kham va trang thai hd so. Néu
khéng cé nat, doc hwéng dan 16i hoac lién hé quan tri; khéng mwon tai khoan khac.

Thao tac chung

Tén tab trinh duyét ctia ban 0.2.30 |a DCIMS - Nu Cwéi Viét. Méi ngwoi dung tai khoan riéng. Anh trong
tai liéu chup tw giao dién 0.2.30 véi API mé phéng va di liéu gid, khdng phai div liéu bénh nhan hay béng
chirng nghiém thu NAS.

Dang nhap va phién lam viéc

1. M& ding dia chi HTTPS do quén tri vién cung cép.

2. Nhap username va mat khau; khong dung tai khodn clia ngudi khac.

3. C6 thé nhan biéu twong mét dé kiém tra ndi dung vira nhap; nhan lai dé che mat khau truwéc khi nguoi
khac nhin man hinh.

4. Néu hé théng yéu ciu dbi mat khau, dat mat khdu mai trude khi tiép tuc.
5. Khi r&i may, dung menu tai khoan dé dang xuét; khéng chi déng tab trinh duyét.

6. Néu tai khoan bj khoa, ddi vai tro/co s& hodc bi xéa, cac phién dang mé c6 thé bi thu hoi va tré vé man
hinh dang nhap.

Khéng lwu mat khau vao tai liéu, anh chup hodc trinh nhan tin. Khéng gtvi cookie, token, secret APl hoac
URL chia sé con hiéu liwc cho nguwdi khong dwoc phép.

Diéu hwéng va responsive

» Desktop/tablet ngang dung menu trai; tablet doc/dién thoai dung menu mé tlr nat hamburger.

« Dién thoai ngang cé viing cudn menu riéng; cudn trong menu dé thay dd muc.

« Duing Téng quan cho cong viéc gan day, Bénh nhan cho hd so/ca, Hé so’ da xéa gan day cho di liéu
c6 thé khéi phuc va Cai dét cho chirc nang quan tri.

« C6 thé dung Back/Forward hodc vuét lUi/tién cta trinh duyét dé tré lai 1an lwot menu, hd so, ca/lan
kham hodc tab Cai dat da mé trwéc dd; mdi thao tac chi lui hodc tién mét buwde trong lich st ndi bo.

« Khi quay vé entry trwdc, sidebar, menu tai khodn hodc popup tam dang mé sé dong dé tranh che man
hinh dich.

« Popup déng bang X, phim Esc ho&c click viing nén. Néu popup 16ng nhau, méi lan chi déng 16p trén
cung.

« Khi upload/ghi di liéu dang chay, khéng refresh hodc déng popup bang cach cuéng ép; cho két qua
ho&c dung nat hiy néu co.

Tim kiém bénh nhan an toan

1. Tim bang ho tén trwdc khi tao hd so méi.
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2. ADMIN/DOCTOR ¢6 quyén cap nhat cé thé tim bang sb dién thoai; tai khoan chi cé quyén xem khéng
dwoc dung sb dién thoai dé do ho so.

3. Kiém tra ngay sinh/co’ s& va canh bao (rng vién trung.

4. Khong tw gop hai hd so chi vi triung tén hodc sbé dién thoai; chuyén ADMIN x(& ly néu chwa chac chan.
5. Két qua ngoai data scope sé khong xuét hién; viéc khéng tim thdy khéng chirng minh hd so khéng tén
tai trong toan hé théng.

Upload anh, phim va hop dong

1. M& dung bénh nhan, ca va l&n kham.

2. Chon dung 6 checklist trwédc khi chon file.

3. Anh/avatar chi dung JPEG hodc PNG tbi da 10 MiB.

4. Hop ddng dung JPEG/PNG téi da 10 MiB hoac PDF téi da 5 MiB.

5. Kiém tra tén nhom va sb thi tw trwdc khi téi 1én; khong dwa Pl vao tén file vat ly.

6. Cho trang thai chuyén sang hop 1&. Response upload thanh céng ban dau chi cé nghia file da vao
vung kiém tra, chwa c6 nghia da VALID.

7. Néu bi tir chdi, xem thdng béo, stra file ngudn va tai lai. Khéng dbi phan mé rong dé gia dinh dang.
Runtime production khéng cé malware scanner. Viéc file vwot MIME/signature/decode khéng phai chirng
nhan file sach ma doc; chi nhan file tr ngudn céng viéc dwoc kiém soat.

Bao sw co

Ghi thoi diém, tai khoan/vai trd, man hinh, buéc tai hién, request ID va théng bao 16i. Khéng dinh kém full
hop ddng, original bénh nhan, secret ho&c storage path vao kénh hé tro khéng dwoc duyét.

Hwéng dan chi tiét cho ADMIN

Pham vi va trach nhiém

ADMIN quan tri co s&, tai khoan, API Client va cé thé thwc hién nghiép vu Iam sang khi permission/scope
cho phép. ADMIN khéng mac nhién vwot data scope; tai khoan thiéu ALL_BRANCHES van bi gi&i han.
ADMIN chiu trach nhiém bao vé tai khodn hé théng, secret, backup va cu hinh tich hop.

Thiét 1ap 1an dau

1. Dang nhap bang tai khoan bootstrap va ddi mat khau tam ngay.

2. Vao Cai dit — Co s&, tao hodc kiém tra tirng co sé theo tén, ma va dia chi.

3. Vao Cai dat — Tai khoan, tao tai khoan ADMIN/DOCTOR/LABO bang dir liéu that cia nhan vién
nhwng khéng dwa mat khau vao file ban giao.

4. DOCTOR bét budc c6 mét co sé chinh dang hoat dong; ADMIN va LABO diing pham vi toan hé théng
va khéng chon co s& chinh.

5. Cap mat khau tam; ban giao qua kénh an toan va yéu cau déi & lan dang nhap dau.
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6. Kiém tra Mau checklist d& xac nhan dung loai dich vu/version dang hoat dong; khéng sira template cii
da co ca str dung.

7. Gitv External API t&t cho t&i khi hoan thanh TEST/UAT, IP allowlist, quyén hop déng va ban giao
credential.

Quan ly co s&

1. M@ Cai dat — Co sé.

2. Tim theo t&n, ma hodc dia chi dé tranh tao trung.

3. Tao co s& ma&i va kiém tra trang thai hoat dong.

4. Dung Chinh stra dé cap nhat théng tin cho phép.

5. Dung Ngtrng hoat ddng khi co' s& khdng con nhan hd so méi; khéng xéa di liéu lich st clia co sé.

6. Trwdc khi nglrng hoat dong, kiém tra tai khodn DOCTOR, bénh nhan va ca dang gén véi co s& dé co
ké hoach chuyén giao.

7. Doc sb liéu trén thé co sé theo quy tic: bénh nhan chi tinh hd so ACTIVE chwa x6a; ca loai ca da
xéa/lwu trir va ca clia bénh nhan khéng con hoat déng. Ca COMPLETED chua lwu trir van dwoc tinh.

Néu nut Ngirng hoat dong khéng xuét hién, kiém tra quyén branch.manage, trang thai co s& va kich
thwéc man hinh; backend van quyét dinh cubi cung.

Tao va quan ly tai khoan

1. M@ Cai dat — Tai khoan va tim username/ho tén trwée khi tao.

2. Chon dung vai tro; véi DOCTOR chon co s& chinh dang hoat dong.

3. Sau khi tao, ghi nhan username va trang thai budc déi mat khau; khong lwu mat khau tam trong tai liéu.

4. Chinh stra tai khoan cap nhat ho tén, vai trd va co s& trong mét thao tac. Ddi vai tro/co s& sé thu hoi
session ci; chi d6i ho tén khong nhét thiét |am gian doan phién.

5. Cap mat khau tao mat khau tam méi, hién thi mét 1an; dong popup sé khéng xem lai dwoc.
6. Khéa dung khi can dirng truy cap nhwng van gilr tai khodn va lich st. Cac session bi thu héi.
7. M& khoéa chi thwe hién sau khi xac minh ngwoi dung va nguyén nhan khoéa.

8. X6a la thao tac khong cé thung rac tai khoan; tai khoan bi v danh héa va khéng thé dang nhap/khoi
phuc ttr Ul.

Hé thdng chan tw stra quyén nhay cam, tw khéa/xoa, x6a ADMIN hoat déng cubi cuing va khéa/xoa
username chuan héa admin. Khéng ¢ vuwot cac guard nay bang thao tac database tha cong.
Kiém soat tai khoan dinh ky

« Hang tuan kiém tra tai khoan bi khda, che» ddi mat khdu va nhan vién da nghi/chuyén co sé.

« Xac minh méi DOCTOR c6 dung co sé& chinh; ADMIN/LABO khéng mang branch ID sai.

« Khéng diing mét tai khoan chung cho nhiéu nguoi.

« Khi nhan vién nghi ngay lap ttrc, khéa trwdc; sau khi hoan tat dbi soat/audit méi can nhac xoa.
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« Kiém tra it nhat mét ADMIN duw phong hop & nhung khéng tao dw tai khoan toan quyén.

Quan ly bénh nhan va ca

ADMIN c6 thé thuc hién quy trinh cia DOCTOR néu c6 quyén/scope. Khi tao ca, ADMIN chon bac si
dang hoat déng thudc co s& bénh nhan; khéng chon nhan vién khac co s& chi dé vuot data scope. Dung
lwu trik/x6a mém va khoi phuc theo quy trinh, khéng hard-delete di liéu 1am sang.

Quan ly API Client

1. M@ Cai dat — Tich hop API khi c6 api_client.manage.

. Tao client v&i tén rd rang, IP allowlist tdi thiéu va quyén can thiét.

. Quyén hop ddng mac dinh tat; chi bat khi hé théng ngoai thuc sw can danh sach/tai hop déng.

A WD

. Sao chép Client ID va secret riéng tirng trwdng. Secret chi hién thi mot 1an.

5. Chuyén credential qua k&nh bi mat; khdng chup man hinh hodc dan vao ticket.

6. Ddi IP hodc quyén nhay cdm sé thu héi token cii; thong bao cho don vi tich hop.

7. Xem thdng ké st dung, xoay secret hoac thu héi client khi cé dau hiéu béat thwdng.

IP allowlist c6 thé dé tréng theo giao dién hién hanh; khi tréng, client khéng bi han ché béi danh sach IP.
Néu backend tich hgp cé IP cb dinh, nhap dung IP dé thu hep truy cap. External API chi tra preview anh
theo quyén; original anh lam sang khéng public. Hop déng chi dworc tai khi client da dwoc bat quyén
twong ng va vwot day da relationship/scope check.

Khéi phuc dir liéu da xéa

« M& Ho so da xéa gan day hodc khu virc Da xéa gan day trong dung ca/lan kham.

« Kiém tra loai di¥ liéu: hd so, ca, avatar, anh 1am sang hay hop déng.

« Xac minh ding bénh nhan/slot, ngay hét han va khéng cé file current xung dét.

« Khéi phuc chi trong 30 ngay va sau kiém tra integrity; hét 30 ngay thi Ul/backend tir chdi k& ca purge
chwa chay.

« Khéng khéi phuc chi dé “xem th¥”; thao tac phai co ly do nghiép vu rd rang.

Trach nhiém van hanh va backup

« Snapshot/RAID khéng thay thé backup.

» Khéng bat purge khi offsite, backup policy, recovery key test, receipt va restore drill chwa dat.

« Khéng public PostgreSQL, API noi bd, original media, hop déng, backup hodc dwérng dan NAS.

« Khi storage mount guard b&o 16i, khéng tao thu muc gia dé ép app chay; kiém tra shared folder ma hoa
va mount thuwec.

« Cap nhat hé théng bang updater dwoc cung cap; khéng dung docker compose down -v, Clean hodc
Delete project production.
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Tinh huéng 16i thwéng gap cia ADMIN

+ Khéng tao dwore DOCTOR: co s& chwa hoat dong, ngoai scope hoéc thiéu du
user.manage/role.manage/branch.manage.

« Khéng stra/xé6a dworc tai khoan: do |a chinh tai khoan dang dang nhap, username admin, ADMIN cubi
cung hoac target ngoai scope.

« Session ngwi dung van mé: yéu cau ngwdi dung focus lai tab/ch® heartbeat; kiém tra API health néu
qua thoi gian.

« Khong thay hd so can khodi phuc: da qua 30 ngay, ngoai scope, patient cha dang archived hodc di
liéu da purge.

« API Client khéng két néi: feature flag tat, IP khéng ndm allowlist da cu hinh, credential/token hét hiéu
lwe hodc quyén client khéng du.

Checklist ban giao ADMIN

« Dbi mat khau bootstrap va bao vé tai khoan admin.

« Kiém tra co’ s&, tai khodn va scope bang di liéu ther.

« Test khoa/mé khoa, mat khau tam va thu hoi session.

« Test chéo mét hd so khac co s& dé xac nhan khong ro di liéu.

« Kiém tra backup/restore drill va ngui gitr recovery key.

« External API dé tat hoac cé hd so UAT/allowlist/credential handover day du.

« Biét cach 14y request ID va bao sw cd ma khéng gli di¥ liéu nhay cam.

Quy trinh 1am sang danh cho ADMIN cé du quyén
Cac buwdc sau ap dung trong scope cla tai khoan ADMIN.

Tao ho so bénh nhan

—_

. Tim bang tén va sb dién thoai theo quyén dé tranh tring.

2. Chon Thém bénh nhan.

3. Nhap ho tén, sé dién thoai, ngay sinh, dia chi va co s& tiép nhan.

4. Kiém tra canh bao (rng vién trung; néu chwa chéc, hly tao va déi soat véi ADMIN.
5. Lwu ho so, sau dé tai &nh nhan dién bang buwdc riéng.

6. Néu hd so lwu thanh cong nhwng avatar 16i, khéng tao hd so thi hai; stra/tai lai avatar trén hd so da
co.

Sé dién thoai khong phai khéa duy nhat. Hai bénh nhan c6 thé trung sb dién thoai; ngudi dung phai déi
soat bang nhiéu truong.

Cap nhat ho so va avatar

1. M& hd so va chon Stra thong tin.
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2. Cap nhat cac trudng dwoc phép, kiém tra co s& va luu.
3. Néu hé théng bao xung dot di¥ liéu, tai lai hd so rdi thuc hién lai; khéng ghi d& mu.

4. Avatar chi nhan JPEG/PNG tbi da 10 MiB. Khi thay avatar, anh cii van current cho t&i khi anh méi
VALID.

5. X6a avatar la x6a mém; c6 thé khoi phuc trong 30 ngay khi chwa cé avatar current/upload dang chay.

Tao ca diéu trj

1. Trong h6 so' bénh nhan, chon tao lan diéu tri méi.

2. Chon Implant, Rang s, Chinh nha mac cai hodc Chinh nha Invisalign.
3. Nhap ngay bét dau khong & twong lai.

4. DOCTOR ty phu trach ca minh tao; ADMIN m&i ¢ thé chon mét bac si active khac thudc co sé bénh
nhan.

5. Kiém tra checklist snapshot dwoc tao dung loai trwdc khi upload.

Implant/Rang s tao mét session diéu tri day da. Chinh nha c6 session dau va cac 1an tai kham riéng;
hop ddng Chinh nha chi thudc session dau.

Thir tw checklist theo dich vu

Implant v6: Hop ddng — Két qua xét nghiém — Anh trwdc diéu tri 01-12 — Phim trwéc — Phim phan
tich — Anh tru st dung — Phim sau cdm tru — Anh phuc hinh tam 01-12 — Anh thiét ké r&ng phuc hinh
— Anh phéi s& — Phim sau phuc hinh — Anh sau diéu tri 01-12 — B&o hanh Implant — Bao hanh rang
sr.

Rang s v4: Hop ddng — Anh truéc diéu tri 01-12 — Anh thiét k& DSD — Anh thiét ké rang phuc hinh
— Anh phoi st¥ — Anh sau diéu tri 01-12 — B&o hanh rang sw.

Chinh nha: giir checklist &nh I&n kham va phim pano/cephalo theo session. Méi lan tai kham phai dwoc
chon dung trwée khi upload dé khong dwa file vao session khac.

Upload va kiém tra bd anh

1. Chon duing 1an kham & phan Cac lan kham.

2. Chon dung 6 anh/phim/hop déng; kiém tra nhan va sb thir tu.

3. Tai file va ch& VALID.

4. M& Xem téng quan bo anh dé kiém tra thumbnail, hwéng anh va nhém.

5. Néu c6 quyén, tai original/ZIP phuc vu nghiép vu néi bo. ZIP anh Iam sang khéng tw chira hop ddng,
avatar hoac version lich str.

6. V&i PDF hop déng, dung trinh xem trong website; khong suy di&n réng PDF cé trwdng chiv ky /Sig da
dwoc xac thuee phap ly.

Thay thé, lich sir va x6a mém

1. Chi thay file current trong session DRAFT/REOPENED.
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2. Nhap ly do thay thé rd rang; ban cii dwoc gity trong lich st version.
3. Ban ma&i phai vwot kiém tra réi mai thanh current; khéng xéa ban cii dé “don chd”.
4. X6a mém anh/hop ddng chi khi diing bénh nhan/slot va cé reason code phu hop.

5. Khi xéa nhdm, mé& D& x6a gan day va khoi phuc trwdc 30 ngay néu cé quyén/khéng xung dot.

Xac nhan b anh

1. Doi moi upload dang chay két thic; khéng xac nhan khi con pending/rejected/recovery.
2. Kiém tra tdng quan, hop déng va di liéu bdo hanh bat budc.

3. Chon Xac nhan b anh.

4. Hé thdng cho phép xac nhan khi thiéu vi tri &nh & cac dich vu da ap co ché 0.2.17, nhung van chan sai
quyén/scope, tép chwa hop I& va thiéu bao hanh bét budc.

5. Sau xac nhan, session bi khéa chinh sira; phién TREATMENT cé thé déng thoi hoan tat ca.
Khéng dung kha nang xac nhan thiéu &nh nhw cach bé qua kiém soat chat lwong. Bac si van chiu trach
nhiém chuy&n mén vé bd anh dugc xac nhan.

M¢& lai bo anh

1. Chi mé& lai session dang CONFIRMED.

2. Chon ly do: thiéu anh, &nh sai, cap nhat 1am sang hoac ly do khéac.

3. Néu chon ly do khac, nhap ghi chu da r.

4. B4 sung/thay file rdi xac nhan lai dé& tao manifest mai.

5. Manifest va lich st cii van duoc gilr; khong yéu cdu ADMIN x6a lich str xac nhan.

Chia sé vé&i khach hang

1. M& Xem téng quan bé anh trong dung ca/lan kham rdi chon chirc nang chia sé.

2. Chon dung &nh, preview hop ddng va/hoéc théng tin bao hanh can givi trong danh sach hé thdng cho
phép. Kiém tra lai bénh nhan, 1an kham va tirng muc trwde khi tao link; khéng chon tt ca theo thoi quen.

3. Link ton tai tbi da 72 gi&r, khdng cé passcode va ngudi ¢ link cé thé xem preview da chon.

4. Sao chép link qua kénh dwoc duyét. Link chi cho xem néi dung da chon; preview hop ddng khéng phai
tép original/PDF day du. Khéng dwa original 1&n noi cong khai.

5. Kiém tra preview c6 watermark.

6. Thu héi link khi glri nhAm, hoan tat muc dich ho&c nghi ngo 16 link.

Lwu trir/xéa va khéi phuc ca
* Lwu trir ca dwa ca ra khéi danh sach lam viéc nhwng gilr dir liéu con/lich str.
« X6a ca |a x6a mém co ctra sd khoi phuc 30 ngay; khdng phai purge ngay.

« Khéng Iwu tri» khi con upload chwa két thuc.
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« Khéi phuc yé&u cau patient dang active va dung scope; ca Chinh nha khac khéng chan khéi phuc.

« Khong tao ca méi dé thay thé ca bi x6a néu ca cii van con khoi phuc dwoc.

Phéi hop giira cac vai tro

Ca Implant/Rang st thong thwong

1. DOCTOR tao bénh nhan/ca va upload di¥ liéu 1am sang/hop déng.

2. LABO upload DSD/thiét ké& phuc hinh/phéi st va nhap bao hanh dwoc giao.
3. DOCTOR kiém téng quan, bb sung dir liéu con thiéu va xac nhan.

4. ADMIN chi can thiép khi cé 16i scope, tai khoan, khéi phuc hodc van hanh.

File bi tir choi

1. Ngwoi upload xem ly do va gi» nguyén hd so/slot.
2. Stra hoac xuét lai file ngudn dung dinh dang.

3. Tai lai vao dung slot; khong tao bénh nhan/ca méi.

4. Néu 13p lai hodc RECOVERY_REQUIRED, gtvi request ID cho ADMIN; khéng gti original qua chat.

Gwri nham link chia sé

1. DOCTOR/ADMIN thu héi link ngay.

2. Kiém tra selection va tao link m&i néu can.

3. Bao ADMIN khi nghi ng& truy cap trai phép dé kiém audit.

4. Khéng thay link bang cach public original hoac tai file 1&n dich vu ngoai chwa duyét.

Nhan vién chuyén co s& hodc nghi viéc

1. ADMIN khoa tai khoan dé thu héi session.

2. Dbi soat ca/assignment va chuyén giao hop 1é.

3. Chinh vai tro/co’ s& hodc x6a tai khodn sau khi hoan tat audit.

4. Khéng x6a hd so bénh nhan/media dé xt ly thay ddi nhan suw.

Tai liéu ban giao « 30/09/2026
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4

Bang xw ly 16i nhanh

Hién twong

Khéng dang nhap duoc

Sé lieu co s& khong nhw duw kién

Khong thy bénh nhan/ca

Upload pending qua lau

File REJECTED

L6i 409

Khéng xac nhan dwoc

Khoéng khoi phuc dwoc

API Client 401/403

Storage/NAS 16i

Ngudi xtr ly dau tién

Ngudi dung/ADMIN

ADMIN

Ngudi ding/ADMIN

Ngwoi upload/ADMIN

Ngwoi upload

Nguwoi dung

DOCTOR/ADMIN

ADMIN/DOCTOR cé quyén

ADMIN/don vi tich hop

ADMIN véan hanh

Tiéu chi dao tao hoan tat

M6t tai khodn chi nén dwoc ban giao van hanh sau khi ngwoi dung:

« hiéu role khéng thay thé permission/scope/relationship;

« dang nhap, di mat khau va dang xuét ding cach;

« thuc hién thanh céng quy trinh m&u cla vai trd bang di liéu gia;

Cach xt ly an toan

Kiém tra trang thai khoa, mat khau tam,
thoi gian hé thdng; khéng chia sé mat
khau

Tai lai trang; ddi chiéu trang thai ACTIVE,
deletedAt va ca ARCHIVED; khong stra
trwc tiép database

Kiém scope, branch, assignment, trang
thai archived; khdng mé quyén toan hé

théng tuy tién

Ghi request ID, kiém health/storage;
khong upload I&p nhiéu 1an

Stra file ngudn rdi tai lai; khéng ddi duoi
gia dinh dang

Tai lai di¥ liéu méi nhét roi thao tac lai

Kiém pending/rejected, warranty, version,
permission va trang thai session

Kiém 30 ngay, integrity, xung dot
slot/avatar va trang thai patient/session

Kiém feature flag, IP, secret/token, scope;
xoay secret néu nghi 16

Dirng thay ddi, kiém mount guard/shared
folder; khdng tao marker gia

» nhan biét DRAFT, VALID, REJECTED, CONFIRMED, REOPENED va d liéu d& xda;

« biét cac hanh dong khong dwoc phép cua vai tro;

« biét cach bao request ID ma khong lam 16 PII, original, hop ddng, token hodc secret;

« hoan thanh checklist riéng & cubi chwong ADMIN, DOCTOR hoé&c LABO.
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Phu luc anh thao tac

Mbi anh cé dwérng di va 1&i nhéc twong (rng. Anh toan man hinh gitr nglr canh; biéu mau cé thém ban
chup can canh. Phéng to PDF khi can doc chi¥ nhd. Tat ca anh dung di liéu gid va APl mé phdng, khéng
chirng nhan thao tac ghi da chay trén NAS.

Tai liéu ban giao « 30/09/2026



NCV DCIMS | 0.2.30-r2 | Hwéng d&n Quan trj vién

Hinh 01 - Pang nhap bang tai khoan riéng

Mé& dia chi HTTPS do quan tri cung cap. Nhap tén ding nhap, mat khau; nat mat chi dung dé kiém tra néi dung da nhap. Khoéng dung tén tai khoan minh hoa dé dang
nhap NAS.

H& Théng Nha Khoa

w Nu CudiViét

CHAO MUNG TRO LAl

Dang nhap hé théng

NHA KHOA NU CU8I VIET Bang nhap dé truy cap hinh anh 1am sang

HE THONG QUANLY et
HINHANHLAMSANG [ )

Mat khau

Khdng gian lam viéc théng nhat cho hé sg, bd anh va tién trinh
diéu tri nha khoa. Nhap méat khau ©

@ Hd sabénhnhan tap trung
@ 56 anh theo tung 14n didu tri Béngnhap
@ Truy céaptheoding vai tré

@hiudoday® All Rights Reserved

NCV DCIMS

Frontend 0.2.30 « API mé phéng / dir liéu gia * Chup 30/09/2026 « Khéng phai UAT NAS
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Hinh 02 - Tong quan va pham vi dir liéu
Chon dung pham vi trén thanh dau trang. Céc sb liéu chi phan anh di liéu tai khodn dwoc phép xem.

H& Thang Nha Khoa i Toanhéthéng Q @

‘w Nu CudiViét

NCV DCIMS
L THU TU. 30 THANG 9
Hinh anh l&m sang

o o e Chao budi sang, Quan triminh hoa

Co 4 bo anh can theo dai va hoan thign trong pham vi cda tai khoan nay.

03 Téngquan

A} Bénhnhan A D @
Tong bénh nhan B0 anh can bd sung Hoan tat hém nay

4 4 0

Cac bd anh dang nhap hodc da md lai Da xac nhan hoan tat trong ngay

]i[ H& so dé xoa gén day

Toan hé thdng

CONG VIEC CAN XU LY TIEN DO TUAN NAY

Xemtatca >

B& anh chua hoan tat B anh hoan thién
Bénhnhan gid 01 Implant °
GO 0000000000 B &nh dang cdn bd sung ®o-09 > ® Dahoan thign 0
o 0% Anhmaitdilen 0
Bahoan tat

Bénhnhén gid 02 Rangsit Bang bésung 4
GO 0000000000 B &nh dang cdn bd sung © 01-09 >
0%
SGligutryctiép
| Tdng s cuse i i utrona s vty esprigt:

Bénhnhan gia 03 Chinhnha

GO 0000000000 Bd anh dang cén bd sung ® 01-09 >
0%
Bénhnhan gid 04 Chinhnha
GO 0000000000 - B anh dang ¢&n bd sung © m-09 >
0%
oS Caidat
@ Trg giap
HO 50 GAN BiY
o Quan tri minh hoa - Bénh nhan mai cap nhat Xem danh sach >
@demo._sdmin
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Hinh 03 - Cai dat chung cua 0.2.30

Tiéu d& Co s& méc dinh va Nhéc checklist bd anh khéng con icon dirng trwdc; icon trén menu, nat van gir. Di co' s& méc dinh khéng mé réng scope.

H& Thang Nha Khoa i Toanhéthéng Q @

‘w Nu CudiViét

NCV DCIMS
. CAU HINH
Hinh anh [am sang

KHONG GIAN LAM VIEC Ca' dét

Thiét lap trai nghiém lam viéc cla ca nhan va quan tri tai khoan duoe cdp quyén
o
0 Téngquan

o5 Chun Co sémic dinh
A} Bénhnhan =2 9 ac di
Chi thiay &8 co 53 hidn thi kni Ging nhip; knang mé rbng pham vi Ad iéu duge cép
14 H8sodaxoaganday & Coso Caslam vige
Cag sd minh hoa 01 ~

Mau checklist

A} Taikhoan
Nhéc checklist bé anh ()

CAnh Ao ki b Anh con i vi tri bAt BUAC theo dich vy,

&g Tichhgp API

I o5 Caidat

@ Trg giap

@ Quan tri minh hoa .
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Hinh 04 - Cai dat — Co s&

Chon Tao co s& hodc Chinh stra & dung thé. Ngirng hoat ddng khac x6a di¥ liéu; dbi soat hd so/tai khoan trwéc khi thwe hién.

H& Thang Nha Khoa i Toanhéthéng Q @

‘w Nu CudiViét

NCV DCIMS
. CAU HINH
Hinh anh [am sang

KHONG GIAN LAM VIEC Ca' dét

Thiét lap trai nghiém lam viéc cla ca nhan va quan tri tai khoan duoe cdp quyén
o Tm
0 Téngquan
QUAN TRI €O 56
} Benhnha 25 Chung
A Benhnhan Danh sach cd sd
Tao, chinh 5l va quan y trang thai ¢0 58 trong 14N ha thang

]i[ H& so dé xoa gén day @ coss

dia ch %] + Taocasd

Q Timten ma
Mau checklist

A Taikhoan Ca séminh hoa 01

DEMO-01 Bang hoat déng # Chinhsia ) Ngunghoatdéng

Tich hgp API
% » ® Biachicoséminhhoa

| % caigat

@ Trg giap

@ Quan tri minh hoa .

Frontend 0.2.30 « APl mo phdng / di¥ liéu gia » Chup 30/09/2026 + Khéng phai UAT NAS

Tai liéu ban giao « 30/09/2026



NCV DCIMS | 0.2.30-r2 | Hwéng d&n Quan trj vién

Hinh 05 - Cai dat — Tai khoan

Dung bo loc vai tro/trang thai. M&i thé cé thao tac chinh stra, cdp mat khau, khda hodc xda khi duwgc phép.

H Théing Nha Khoa

‘w Nu CudiViét

NCV DCIMS

Hinh anh l&m sang

KHONG GIAN LAM VIEC Ca' dét

Thiét lap trai nghiém lam viéc cla ca nhan va quan tri tai khoan duoe cdp quyén

CAU HINH

0 Téngquan

PHAN QUYEN THED VAI TRO

@5 Chung
Bénh nhan e PR :
A e Quén Iy tai khoan
]i[ H& so dé xoa gén day @ Coss
T )
Mau checklist A bang hoat déng
A Taikhoan

&g Tichhgp API

Q Timtheo ho tén hoac tén

Quan tri minh hoa

o_admin

Toan hé théng

&) bakhoa

Tai khoan dang dang nhap dugc bao vé.

Bac sTminh hoa

CLO!

Ca sd minh hoa 01

| % caigat ) Chinh sira tai khodn
@ mogip Labo minh hoa
@demo_labo

Quan tri minh h . P
0 u:: HTI,H o - Toanhéthéng

Frontend 0.2.30 « APl mo phdng / di¥ liéu gia » Chup 30/09/2026 + Khéng phai UAT NAS

Tai liéu ban giao « 30/09/2026

£ €ap mat khdu

& Khéa

Admin tao tai khoan ding mét trong ba vai tra: Bac si, Labo hodc Quan tri vién

A Titcavaitro

o Xoéa

gz Toanhéthong Q @

S Taotai khodn

£ chadsimatknsu

0

St Tatcatrangthai v o

Quan tri vién

Pang hoat dong

Bac sT

Pang hoat déng

Labo

Pang hoat dong
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Hinh 06 - Biéu mau tao tai khoan

Chon dung vai trd. Bac si can co s& chinh; ADMIN/LABO diing pham vi theo policy. Mat khau tam chi ban giao qua kénh an toan.

F N

QUAN TRI HE THONG

Tao tai khoan mdi

Hio va tén Tén déng nhap
Vidu: BS. Nguyen An Vi du: bs.nguyenan
Vai tro

s . Iﬁn Pham vi toan hé théng
Quan tri vién v

Achirin v Labo khding cin chon of sd

Hay

. ]

Frontend 0.2.30 < API m6 phdng / di liéu gid « Chup 30/09/2026 « Khong phai UAT NAS
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Hinh 07 - Cai dat — Mau checklist

Chon Xem chi tiét @& hiéu nhom tép. Bay khéng phai noi tw stra snapshot cla ca cdi.

H Théing Nha Khoa

‘w Nu CudiViét

NCV DCIMS

Hinh &nh 1AM sang

KHONG GIAN LAM VIEC
0 Téngquan
A} Bénhnhan

]i[ H& so dé xoa gén day

| % caigat

@ Trg giap

@ Quan tri minh hoa

CAU HINH

Cai dst

Thiét lap trai nghiém lam viéc cla ca nhan va quan tri tai khoan duoe cdp quyén

8

Chung

Cosé

Mau checklist

Tai khoan

Tich hop APl

Ding g8 nhian bigt nhom di

Méu checklist theo dich vu

Implant

Hop déng, anh trudic/sau, phim, vat tu
phuc hinh va bao hanh.

Xem chi tiét »
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Lhé Ly sUa L gia dign cé nhin

Rang su
Theo déi thigt k& DSD, phuc hinh, phéi
suva két qua sau diéu tri

Xemchitiét >

gz Toanhéthéng o 0

Luu thay d&1

Chinh nha

M&i I3n kham co 9 nh 18m sang va 2
phim; hdp déng chi d lan dau.
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Hinh 08 - Cai dit — Tich hop API

Chon méi trwdng TEST trwdc UAT. Quyén tai hop ddng mac dinh tat. IP khong bat budc trén Ul; néu dé tréng thi khdng gidi han theo allowlist.

H& Théing Nha Khoa i Toanhéthéng Q @

‘w Nu CudiViét

NCV DCIMS

Hinh anh l&m sang

KHONG GIAN LAM VIEC Ca' dét

Thiét lap trai nghiém lam viéc cla ca nhan va quan tri tai khoan duoe cdp quyén

CAU HINH

0 Téngquan

o5 Chung Tich hop API

Tao thang Lin sie thye méy -miy cho ciing khdet hang. DCIMS khang x Iy OTP hodc phign khach hang. Khiing dua elient secrel hodc access Loken vao lrinh duygt khiceh hing.

A} Bénhnhan
]E[ H& so dé xoa gén day @@ coso ) X
181 Ainh iam sang chi preview. Hop diing Ll ngay khi AP1 Client €4 duge Admin it quydn.

Mau checklist

Secret co han 90 ngay va chi hién thi mét 1an.

of Tichhgp API

2

=

Tén tich hap M&i trugng

Vidu: Céing khach hang Kigm thur -

IP backend dugc phép (khéng bt budc)

Mai IP mot dang. DE tréng néu IP chua cd dinh.

B Cho phép tai hgp déng

Khach hang tai ngay, khéng cé OTP/xéc nhin b sung trong DCIMS,

API Client

Quan Iy kétndi cla cac hé thdng bén ngoai

Q

| % caigat

@ Trd gidp Ed
&
o Quan tri minh hoa Chua co API Client
Edemo s

Tao tich hop d&u tién bang biéu méu phia trén. Secret 5& chi hién thi mat 1&n.
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Hinh 09 - Bénh nhan — Tim kiém / Xem chi tiét

Tim trwée khi tao méi. Dich vu dwoc chon trong 1an diéu tri, khdng phai ngay & hd so bénh nhan.

H Théing Nha Khoa

‘w Nu CudiViét

NCV DCIMS

Hinh &nh 1AM sang

KHONG GIAN LAM VIEC Bénh nhén

QUAN LY HO 50

Tim bang ho tén hoac s6 dién thoai; dich vu va Anh chi duge thém bén trong ting I8n didu tri

0 Téngquan
DPang dung Patient APl

S}

2} Bénhnhan Moi thao tac tuan theo session, CSRF, permission va data scope clia backend

]i[ H& so dé xoa gén day
p\‘ H& sodang dang

ong k&L qua hién tai

DANH SACH

Ho sobénhnhan

BENH NHAN

Bénh nhan gia 01
G0 e

Bénh nhan gia 02
GO e

Bénh nhéan gia 03
G0 e

Bénh nhan gia 04
GO e B

o Caiddt

Hiin thi 1-4 trang 4 hd s

@ Trg giap

@ Quan tri minh hoa .

DICH VU BIEU TR

Implant

Réng sir

Chinhnha

Chinh nha
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(/]

Coldndidutri

4

Trong trang hign tai

Q Tim
BAC STPHY TRACH

Bac siminh hoa

Bac siminh hoa

Bac siminh hoa

Bac siminh hoa

dien thoai.

cosd

Cao s¢ minh hoa 01

Cd sd minh hoa 01

Cd sd minh hoa 01

Cd sd minh hoa 01

gz Toanhéthéng o 0

S+ Thém bénh nhin

a Canb& sung anh

3% Boloc Pangsidung  Baluutrd

=

TRANG THAI

DPang diéu tri

Pang diéu tri

Pang diéu tri

Bang diéu tri

©@ Xemchitigt

@ Xemchitidt

@ Xemchitidt

(@ Xemchitiét
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Hinh 10 - HO so’ da x6a gan day
Anh minh hoa thung réac réng. Khi cé muc, déi chiéu ngudi bénh, ngay xéa, han khéi phuc va xung dét truwéc khi khdi phuc.

H& Thang Nha Khoa i Toanhéthéng Q @

‘w Nu CudiViét

NCV DCIMS

. KHOI PHUC DU LIEU
Hinh anh [am sang

H6 so da xoa gan day

H8 50 c6 thé khéi phuc trong 30 ngay. Sau thai han, hd sa bién mat khéi danh sach va chuyén sang quy trinh xda vinh vién

KHONG GIAN LAM VIEC
0 Téngquan

A sénhnhan [if Ohésgcoth&khdiphyc O Timiheotenhosess dien thoa Tat ca cd s v Tatcadichvuy v Saphéthantrugc v
@ H& so da xoa gan day

0]

Khang tim thdy ha so phu hop

Kinéng cond o

o Caiddt

@ Trg giap
@ Quan tri minh hoa
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